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LimitaNons	  of	  BGP	  

•  RouNng	  only	  on	  desNnaNon	  IP	  prefix	  
– No	  customizaNon	  of	  routes	  by	  applicaNon,	  sender	  

•  Influence	  only	  over	  neighbors	  
– No	  ability	  to	  affect	  end-‐to-‐end	  paths	  

•  Indirect	  expression	  of	  policy	  
–  Indirect	  mechanisms	  to	  influence	  path	  selecNon	  
(e.g.,	  local	  preference,	  AS	  path	  prepending)	  



SDX:	  EvoluNon	  at	  Internet	  Exchanges	  

•  New	  technology	  at	  a	  single	  IXP	  can	  yield	  
benefits	  for	  tens	  to	  hundreds	  of	  ISPs.	  

•  IXPs	  are	  currently	  experiencing	  a	  rebirth	  (e.g.,	  
Open	  IX)	  and	  wanNng	  to	  differenNate	  

•  New	  traffic	  demands	  and	  applicaNons	  create	  
the	  need	  for	  richer	  peering	  



Things	  We’d	  Like	  to	  Do	  
•  Applica'on-‐specific	  peering:	  Peering	  for	  specific	  
applicaNons	  like	  video	  

•  Redirec'on	  to	  middleboxes:	  RedirecNon	  of	  
specific	  traffic	  subsets	  to	  middleboxes	  

•  Traffic	  offloading:	  Avoiding	  sending	  traffic	  
through	  intermediate	  peers	  at	  IXPs	  

•  Preven'ng	  free-‐riding:	  Dropping	  inbound	  traffic	  
that	  is	  not	  associated	  with	  any	  peering	  
relaNonship	  

•  Wide-‐area	  load	  balancing:	  RewriNng	  
desNnaNon	  IP	  address	  for	  load	  balancing	  (vs.	  
DNS)	  



SDX	  Architecture	  

•  Each	  AS	  sees	  only	  its	  own	  virtual	  IXP	  topology	  (isola'on)	  
–  ApplicaNons	  run	  on	  top	  of	  SDX	  runNme	  
–  RunNme	  makes	  decisions	  based	  on	  both	  parNcipants’	  
applicaNonsand	  policies	  and	  auxiliary	  informaNon	  (e.g.,	  route	  
server	  informaNon)	  

•  No	  changes	  to	  BGP	  
•  ASes	  do	  not	  need	  to	  deploy	  custom	  hardware	  



Virtual	  SDX	  AbstracNon	  

•  ISPs	  that	  do	  not	  have	  business	  relaNonships	  with	  one	  another	  
cannot	  see	  each	  other	  	  
–  (e.g.,	  AS	  A	  and	  C	  have	  no	  direct	  connecNon)	  

•  Enforced	  using	  symbolic	  execuNon	  at	  SDX	  



Two	  Kinds	  of	  ApplicaNons	  

•  RouNng	  ApplicaNons	  
– ASes	  that	  transit	  traffic	  	  
– ASes	  that	  terminate	  traffic	  

•  IntegraNon	  of	  SDX	  with	  Services	  



New	  PrimiNve:	  Remote	  Control	  

•  Ases	  can	  control	  exchange	  traffic	  remotely	  

•  Opportunity	  to	  process	  packets	  and	  control	  
rouNng	  decisions	  remotely	  

•  ApplicaNons	  
– Traffic	  engineering	  
– Prevent	  selecNon	  of	  paths	  via	  problemaNc	  ASes	  	  
– DDoS	  Squelching	  
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Remote	  Control	  
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•  For	  WAN	  load	  balancing,	  AS	  A	  can	  remotely	  apply	  its	  load	  
balancing	  policy	  at	  SDX	  
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Deployment	  Status	  
•  Deployment	  at	  55	  MarieKa	  Street	  in	  Atlanta,	  GA	  (SNAP)	  

•  Two	  servers:	  
–  Floodlight	  controller	  
–  Virtual	  machine/network	  host	  
–  Brocade	  switch	  

•  ConnecNvity	  
–  56	  MarieKa	  (TelX)	  
–  Southern	  Crossroads	  
–  Georgia	  Tech	  (via	  SOX)	  
–  Experimental	  rack	  at	  55	  MarieKa	  



Summary	  

•  Interdomain	  rouNng	  conNnues	  to	  be	  plagued	  
by	  problems	  with	  security	  and	  manageability.	  

•  An	  SDN-‐based	  exchange	  (SDX)	  is	  promising	  
for	  both	  fixing	  these	  problems	  and	  presenNng	  
new	  opportuniNes	  	  

•  Many	  research	  challenges	  remain,	  both	  for	  
building	  the	  exchange	  and	  for	  using	  it	  


