
Phone: 555-555-5555 
Fax: 555-555-5555 
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526-5440 or 526-0715 
Web Site: http://opsec.inel.gov/ 

Protecting Sensitive 
Unclassified 

Information (SUI) 

Processing or Storing SUI on Computers 
or Computer Media 
All removable computer media, such as CDs and thumb 
drivers containing SUI must be labeled with the type of SUI 
and encrypted. 

• Do not store SUI on cellular devices, 
i.e. blackberries. 

• All notebooks/laptops must use Point-
Sec encryption.  

• PII should NOT be stored on a note-
book/laptop or removable media 
unless it is absolutely necessary and 
encrypted. 

• No SUI is to be stored on non-government devices, 
such as personally owned home computers. 

Encrypting an E-Mail 
To encrypt a Lotus Notes email complete the following 
steps: 

• Open a New Memo 
• Click on Delivery Options menu tab 
• Under Security Options check the Encrypt box and 

then click OK. 
The message is now encrypted and will remain encrypted 
as long as it remains within the INL firewall and Lotus Notes. 

Offsite Use of Personally Identifiable Infor-
mation (PII) 
Explicit approval must be obtained from DOE-ID via Form 
205.01, “Request for Access to Personally Identifiable Infor-
mation,” to take PII offsite in any electronic form or to ac-
cess PII from a remote, offsite location. 

Mailing  
Ensure SUI documents are packaged in a solid opaque 
envelope.  DO NOT use a “holey-joe” envelope when trans-
mitting SUI via company internal mail.  

The U.S. Postal Service and Federal Express are approved 
methods for transmitting outside the company. 

 

Operations Security (OPSEC) 
Office 

 

Organization 

Faxing 
When using a facsimile machine, ensure the recipient is wait-
ing at the other end to preclude any compromise of informa-
tion.   

Destruction  
Ensure SUI is properly destroyed to prevent disclosure.  

• Use strip cut shredders that result in particles of no more 
than 1/4” inch wide strips. 

• When shredding is not feasible, send the information to 
the CFA landfill for disposal per requirements in LWP-
11204. 

Counterintelligence Reporting 
Counterintelligence is generally an outward-looking program 
attempting to identify those entities or persons who would 
seek to take SUI information for their use at our expense. 
The primary support for such a program is YOU.  To do this 
you must be aware of your reporting requirements: 
 

• Indication/suspicion of the theft of INL Technologies. 
• Indication of targeting INL employees, technologies, or 

programs.   
• Requests for unauthorized access to sensitive informa-

tion. 
  

 
 
Contacts: 

Classification Office at 526-9600 
 

Cyber Security at 526-6032 
 

Counterintelligence Reporting at 526-3661 
 

OPSEC at 526-5440 
 

Security Awareness at 526-0715 
 

Publications Processing Office at 526-1199 



It is the responsibility of every laboratory employee to pro-
tect Sensitive Unclassified Information (SUI). 
SUI when disclosed, lost, misused, altered, or destroyed 
could adversely affect national security, government inter-
ests, or company interests and competitiveness. 
Categories of SUI: 

• Applied Technology Information (ATI) 

• Business Sensitive Information 

• Export Controlled Information (ECI)   

• Naval Nuclear Propulsion Information (NNPI) 

• Official Use Only (OUO) 

• Privacy Act Information 

• Privileged Information 

• Project Controlled Information 

• Proprietary Data (Company or Third Party)  

• Unclassified Controlled Nuclear Information  (UCNI) 

 
NOTE: Safeguards Information is handled and controlled 
per MCP-3595, “Protection and Control of Safeguards Infor-
mation.” 

 
     

What is SUI? Why Protect It? 
We protect SUI to deny access to potential adversaries 
while allowing access to scientists, engineers, and other 
personnel with a Need-to-Know.  You must safeguard this 
information at all times to prevent loss or compromise and 
unauthorized disclosure, dissemination, or duplication. 

Information Should be Reviewed 
It is the responsibility of the individual generating, or the 
person in charge of, a document/media to ensure that it is 
reviewed by the appropriate official.  All SUI needs to be 
reviewed so that the correct markings can be applied. 

Who is the Appropriate Reviewing Official 
Specific programs have designated individuals who are 
responsible for approving SUI. Not all programs or types of 
SUI have the same approvers. If you are working with a 
customer, they should be able to tell you if their information 
is SUI or if they have a designated reviewer.  

Marking Information 
SUI documents will be marked on the bottom of the front 
cover and bottom of each interior page of the document.  
If you are uncertain about marking or who should review 
your information, contact the Office of Classified and Sensi-
tive Unclassified Information, commonly known as the  

Classification Office at 526-9600. 

Information To Be Released Externally  
Based on external regulations and agreements with DOE, a 
formal system is in place to ensure that all information re-
leased from INL is reviewed to decide if it requires protec-
tion. 
For external release of technical information, use the Scien-
tific and Technical Information Management System web 
site (http://rdweb.inel.gov/sti/) to submit the information for 
review/approval.  
Questions regarding the use of this tool, contact  

Publications Processing Office at 526-1199.  

Physical Control 
When using SUI, be aware of your surroundings so that 
those who do not have a Need-to-Know do not have access 
to any information.  Property Protection Areas and Limited 
Areas are key to protecting information. 

Property Protection Area (PPA) Controls 
All INL facilities are Property Protection Areas at a mini-
mum.  A Property Protection Area is established for the 
protection of government/company property and information 
which is accessed through a security gate, key card reader, 
or lock, and key.  Property Protection Areas do not contain 
classified materials.  

SUI material used in a Property Protection Area shall be 
stored in a locked drawer, locked repository, locked room, 
or similar locked barrier when not in use.  

Limited Area (LA) Controls 
Limited Areas are established inside a Property Protection 
Area for the protection of classified material and Category III 
Special Nuclear Material (SNM).   Besides having additional 
construction requirements, Limited Areas have additional 
access controls, such as key card readers with a PIN or 
controlled/security lock and keys. 

SUI material used in a Limited Area may be stored in a filing 
cabinet, desk or similar container. For example, Official Use 
Only material used in a Limited Area may be stored in an 
unlocked cabinet or drawer since the area is already behind 
a locked door.   

SUI Coversheet  
Form 473.80 (SUI cover-
sheet) is an optional tool.  
The form conveniently 
provides a quick identifier  
when printed on lavender 
color cardstock. By sight 
you know that the informa-
tion attached is SUI and 
Need-to-Know require-
ments, per LWP-11202, 
should be applied. 
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