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Goal	  of	  SDN	  Research	  

•  Focus	  on	  ESnet	  use-‐cases	  for	  the	  next-‐genera@on	  network,	  ESnet6	  
–  Mul@-‐layer,	  mul@-‐domain,	  mul@-‐vendor	  network	  

•  Target	  science	  use-‐cases	  and	  applica@ons	  especially	  large	  science	  flows	  
(elephant	  flows)	  

•  Influence	  the	  larger	  SDN	  industry	  to	  be	  aware	  of	  the	  science	  requirements	  
–  Enhance	  OpenFlow	  to	  meet	  those	  requirements	  
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SDN	  Inves3ga3ons	  for	  this	  project	  

2012	   2013	  

ONS	  =	  Open	  Networking	  Summit	  
SDN	  =	  So^ware	  Defined	  Networking	  
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Network	  
Virtualiza3on	  
‘One	  Switch’	  	  	  	  	  	  	  	  
SC12,	  Nov	  2012	  
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New	  Network	  Abstrac3on:	  
“WAN	  Virtual	  Switch”	  

WAN	  Virtual	  Switch	  

Simple,	  Mul3point	  Services,	  Programmable	  

Configura3on	  abstrac@on:	  
•  Expresses	  desired	  behavior	  
•  Hides	  implementa@on	  on	  physical	  infrastructure	  

	  
It	  is	  not	  only	  a	  concept,	  but	  prototype	  
Demonstra@on	  with	  NEC	  and	  Ciena	  
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“OpenFlow	  Programmable”	  by	  end-‐sites	  

Mul@-‐Domain	  
Wide	  Area	  Network	  

WAN	  Virtual	  Switch	  
	   	   	  

Program	  flows:	  
Science	  Flow1:	  
Science	  Flow2:	  
Science	  Flow3:	  

OF	  Ctrl.	  

App	  
1	  

App	  
2	   OF	  Ctrl.	  

App	  
1	  

App	  
2	  
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World’s	  first	  
Transport	  SDN,	  
Dec	  2012	  
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OpenFlow	  paradigm	  extended	  to	  L1/λ	  

•  No	  uniform	  way	  to	  manage	  Mul3-‐vendor,	  Mul3-‐layer	  networks	  
or	  mul3-‐domain	  op3cal	  bypass	  
•  Packet	  and	  Op@cal	  devices	  managed	  in	  totally	  different	  ways	  
•  Mul@-‐vendor	  networks	  are	  islands	  
•  No	  global	  topological	  visibility	  
•  GMPLS	  and	  vendor-‐specific	  hacks	  needed	  in	  current	  approach	  

Packet	  World	  

•  Connec@onless	  
•  Enterprise	  origins	  
•  Dynamic	  flows	  
•  Inband	  control	  plane	  
•  Numerous	  distributed	  CP	  solu@ons	  
• Monolithic,	  closed	  systems	  	  

Transport	  World	  

•  Connec@on	  (circuit)	  oriented	  
•  Service	  provider	  origins	  
•  Sta@c	  pipes	  
•  EMS/NMS	  +	  Cross-‐connect	  paradigm	  
•  Nascent	  CP	  (GMPLS)	  
•  Open,	  programmable	  systems	  

Source:	  Infinera	  
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Transport	  SDN	  Demonstra3on	  

bnl-‐tb-‐wdm-‐3	   bnl-‐tb-‐wdm-‐4	  

40G	  	  

100G	  

20G	   20G	  

20G	  L1	  Tunnel	  

•  SDN	  Controller	  communica@ng	  with	  OTS	  via	  OpenFlow	  extensions	  
•  Bandwidth	  on	  Demand	  applica@on	  for	  Big	  Data	  RDMA	  transport	  
•  3	  physical	  transport	  path	  op@ons	  (with	  varying	  latencies)	  
•  Implicit	  &	  explicit	  provisioning	  of	  10GbE/40GbE	  services	  demonstrated	  

Topology	  Monitoring	  App	   BW	  on	  Demand	  App	  

ESnet	  SDN	  Controller	  

Mellanox	   Mellanox	  

Path	  #1	  

Path	  #2	  

Path	  #3	  

OTS	  

ESnet	  LIMAN	  Produc3on	  Network	  	  

Brookhaven	  Na3onal	  Laboratory	  
Testbed	  

OTS	  

OSCARS	  
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SDX=	  So]ware-‐Defined	  Exchange	  

SDX	  REANNZ/
ESnet,	  ONS,	  
March	  2013	  
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Demonstrated	  SDN-‐Router	  @	  Open	  Network	  
Summit,	  March	  2013	  
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•  Collabora@on	  with	  REANNZ	  and	  Google	  

•  Live	  SDN	  BGP	  peering	  across	  the	  Pacific!	  



So]ware-‐Defined	  Exchange	  (SDX)	  

VANDERVECKEN	  (VM)	  

ESnet	  FLA	  (AS	  3434)	  

eth1	  
192.168.1.2/24	  

Port	  2	  
(VLAN	  ??)	  

[192.188.37.2/30]	  
(Peers	  w/	  ESnet)	  

Port	  1	  
(VLAN	  3801)	  
[192.188.37.6/30]	  
(Peers	  w/	  
REANNZ	  FLA)	  

fla-‐otb-‐rt1	  
(Pica8)	  

eth0	  
192.168.1.106/24	  

2x	  10GE	  
(Data-‐plane)	  

Treehouse	  Project	  

(REANNZ/ESnet/Google)	  
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ABSTRACT
BGP severely constrains how networks can deliver traffic over the
Internet. Today’s networks can only forward traffic based on the
destination IP prefix, by selecting among routes offered by their
immediate neighbors. We believe Software Defined Networking
(SDN) could revolutionize wide-area traffic delivery, by offering
direct control over packet-processing rules that match on multiple
header fields and perform a variety of actions. Internet eXchange
Points (IXPs) are a compelling place to start, given their central role
in interconnecting many networks and their growing importance in
bringing popular content closer to end users.

To realize a Software Defined IXP (an “SDX”), we must create
compelling applications, such as “application-specific peering”—
where two networks peer only for (say) streaming video traffic. We
also need new programming abstractions that allow participating
networks to create and run these applications and a runtime that
both behaves correctly when interacting with BGP and ensures that
applications do not interfere with each other. Finally, we must
ensure that the system scales, both in rule-table size and compu-
tational overhead. In this paper, we tackle these challenges and
demonstrate the flexibility and scalability of our solutions through
controlled and in-the-wild experiments. Our experiments demon-
strate that our SDX implementation can implement representative
policies for hundreds of participants who advertise full routing ta-
bles while achieving sub-second convergence in response to config-
uration changes and routing updates.

1. INTRODUCTION
Internet routing is unreliable, inflexible, and difficult to manage.

Network operators must rely on arcane mechanisms to perform traf-
fic engineering, prevent attacks, and realize peering agreements.
Internet routing’s ills are deeply rooted in three characteristics of
Border Gateway Protocol (BGP), the Internet’s interdomain rout-
ing protocol:

• Routing only on destination IP prefix. BGP selects and exports
routes for destination prefixes. Networks cannot make more fine-
grained decisions based on the type of application or the sender.

Permission to make digital or hard copies of part or all of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage, and that copies bear this notice and the full ci-
tation on the first page. Copyrights for third-party components of this work must be
honored. For all other uses, contact the owner/author(s). Copyright is held by the
author/owner(s).
SIGCOMM’14, August 17–22, 2014, Chicago, IL, USA.
ACM http://dx.doi.org/10.1145/2619239.2626300 .

• Influence only over direct neighbors. A network selects among
BGP routes learned from its direct neighbors, and exports se-
lected routes to these neighbors. Networks have little control over
end-to-end paths.

• Indirect expression of policy. Networks rely on indirect, ob-
scure mechanisms (e.g., “local preference”, “AS Path Prepend-
ing”) to influence path selection. Networks cannot directly ex-
press preferred inbound and outbound paths.

These problems are well-known, yet incremental deployment of al-
ternative solutions is a perennial problem in a global Internet with
50,000 independently operated networks and a huge installed base
of BGP-speaking routers.

In this paper, we develop a way forward that improves our ex-
isting routing system by allowing a network to execute a far wider
range of decisions concerning end-to-end traffic delivery. Our ap-
proach builds on recent technology trends and also recognizes the
need for incremental deployment. First, we believe that Software
Defined Networking (SDN) shows great promise for simplifying
network management and enabling new networked services. SDN
switches match on a variety of header fields (not just destination
prefix), perform a range of actions (not just forwarding), and offer
direct control over the data plane. Yet, SDN currently only applies
to intradomain settings, such as individual data-center, enterprise,
or backbone networks. By design, a conventional SDN controller
has purview over the switches within a single administrative (and
trust) domain.

Second, we recognize the recent resurgence of interest in Inter-
net eXchange Points (IXPs), which are physical locations where
multiple networks meet to exchange traffic and BGP routes. An
IXP is a layer-two network that, in the simplest case, consists of a
single switch. Each participating network exchanges BGP routes
(often with a BGP route server) and directs traffic to other partic-
ipants over the layer-two fabric. The Internet has more than 300
IXPs worldwide—with more than 80 in North America alone—and
some IXPs carry as much traffic as the tier-1 ISPs [1,4]. For exam-
ple, the Open IX effort seeks to develop new North American IXPs
with open peering and governance, similar to the models already
taking root in Europe. As video traffic continues to rise, tensions
grow between content providers and access networks, and IXPs are
on the front line of today’s peering disputes. In short, not only are
IXPs the right place to begin a revolution in wide-area traffic deliv-
ery, but the organizations running these IXPs have strong incentives
to innovate.

We aim to change wide-area traffic delivery by designing, proto-
typing, and deploying a Software Defined eXchange (SDX). Con-
trary to how it may seem, however, merely operating SDN switches
and a controller at an IXP does not automatically present a turnkey
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Today’s interdomain routing protocol, BGP, is difficult to manage, troubleshoot, and secure. It makes even simple network
management tasks—including implementing business contracts, balancing traffic to relieve congestion, and tuning network
paths to achieve good performance and high reliability—both challenging and unpredictable. The research literature is rife with
proposals and protocol modifications to improve BGPs security, convergence properties, flexibility for defining contractual
relationships, and traffic engineering capabilities. Unfortunately, none of these new protocols or modifications have seen any
appreciable level of deployment, as they require substantial modifications to BGPs control plane, where wholesale upgrades
and changes have proven difficult.

Software defined networking (SDN) promises to make network protocols evolvable and flexible; that promise has certainly
been fulfilled in data center networks. We posit that this new level of evolvability and flexibility may also herald a new day for
interdomain routing by allowing BGPs control plane to evolve independently from the underlying switch and router hardware
and bringing software control and logic to interdomain routing. We believe that the programmability that SDN offers can
mitigate three problems in interdomain routing: security and accountability; pricing and contracts; and traffic management.

Although global adoption of SDN faces the same problems as global changes in BGP, we think that exchange points may
be a place where incremental deployment of SDN is both possible and can bring new features to interdomain routing. We
first explore how a single software defined Internet exchange (SDX)—with one controller and one SDN-capable switch—
can catalyze solutions to problems in these three areas. We then explore how expanding the SDX architecture to incorporate
multiple exchange points can enable a broader range of approaches to these problems.

SDX can enable the following applications that are simply not possible in todays routing infrastructure:

• Domain-based or application-specific peering. ISPs may wish to establish limited, special-case peering arrangements
with one another depending on the traffics application type or destination. For example, two ISPs may decide to establish
a settlement-free peering relationship for video streaming, but not for other types of traffic; OpenFlows support for
customizing forwarding policies based on a variety of header fields can enable this type of peering relationship, which is
simply not possible in BGP today, where peering policies are dictated by IP prefix alone. Or, they may wish to establish
peering for traffic that is destined only to a particular DNS domain name or service. In each of these cases, auxiliary
measurements can help associate specific traffic flows to a peering agreement and others to a transit relationship.

• Remote control peering. To ensure good performance, content and service providers may wish to have greater control
over the complete path between the content or service and the client. For example, a streaming video provider may wish
to redirect traffic over better-provisioned paths, or possibly even to direct this traffic over paths with a pre-determined (or
at least predictable) quality of service. An SDX controller could allow a content provider to remotely affect certain parts
of a downstream path, and perhaps even charge a content provider for this additional level of control.

• Enforceable interdomain routing policies. Most exchange-point fabrics do not enforce policy, meaning that the traffic
that flows through an exchange may not necessarily satisfy operators’ high-level policy. Participants can accidentally or
maliciously put traffic on the exchange fabric, which may result in misdirected traffic, routing announcements, or even
specially crafted BGP packets that can exploit known router vulnerabilities. An SDX controller could potentially improve
reliability and security of an exchange point by ensuring that forwarding table entries are only installed if they satisfy the
exchanges high-level security and routing policy.

Additionally, by providing a network controller with direct control over the forwarding tables of switches in an exchange point,
SDX potentially makes the following tasks easier to coordinate and implement with high-level software control (as opposed to
low-level scripts and indirect mechanisms):

• Time-of-day routing. ISPs frequently experience traffic fluctuations as a result of diurnal cycles. Today, operators must
implement time-of-day policies with scripts that log into individual routers and indirectly change configuration (e.g.,
manipulating a route map to adjust local preference settings). An SDX could implement such a policy directly, by simply
updating forwarding table entries at the appropriate time, based on a previously specified policy. Although this capability
is technically possible in the context of todays interdomain routing protocols, SDN control can potentially make this type
of function easier, by virtue of the controllers ability to directly control forwarding tables and existing work on SDN
controllers that “natively” support time-of-day policies (e.g., Procera [2]).

• Dynamic traffic engineering for peering policy compliance. Some peering arrangements have requirements for maintain-
ing traffic volume ratios across peering points. Today, network operators must monitor traffic volumes carefully to ensure
that the traffic that they send over different peering links does not violate these ratios, and rebalance traffic flows if traffic
ratios become imbalanced. An SDX controller can incorporate information about traffic volumes to rebalance traffic

April	  2013	  
March	  2013	  

August	  2014	  

Opera3onalizing	  SDN:	  A	  mul3-‐agency	  program	  review	  

December	  2013	  
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What	  is	  a	  ‘So]ware-‐Defined	  Exchange’?	  

•  SDX	  =	  
–  New	  way	  to	  build	  an	  Internet	  Exchange	  Point	  (IXP)	  
–  New	  way	  to	  build	  a	  Layer	  2	  GOLE	  
–  New	  approach	  for	  mul@-‐domain	  services	  
–  New	  approach	  to	  SDI/Network	  Func@ons	  Virtualiza@on	  

•  ΣSDX	  =	  New	  way	  of	  building	  so^ware-‐defined	  networks?	  
	  

Layer	  3	  
BGP	  /	  Policies	  

Layer	  2	  
Ethernet	  circuits	  

SDN	  
Mul@-‐domain	  

So^ware	  Defined	  
Infrastructure	  

A	  range	  of	  SDX	  ideas	  and	  use	  cases	  

Image	  from	  SDX	  NSF	  workshop	  report	  

Washington	  DC,	  June	  2014	  

13	   18/09/14	   NGNS	  PI	  mee@ng	  



Mul3-‐domain	  SDXs*	  

SDN	  

SDN	  SDN	  

SDN	   SDN	  

SDN	  

SDN	  

SDN	  

SDN	  SDN	  

SDN	   SDN	  

SDN	  

SDN	  

SDX	  

SDX	  

Today:	  “SDN	  islands”	  
GENI	  slices	  &	  VLAN	  s@tching	  
help	  point	  the	  way	  

Next	  Step:	  Add	  SDX’s	  
Build	  a	  “Rev	  0”	  control	  plane,	  
run	  na@ve	  next-‐gen	  apps	  
and	  scien@fic	  instruments	  
spanning	  mul3-‐domain	  SDNs	  

Mul@-‐Domain	  SDX	  

Slide	  from	  SDX	  NSF	  workshop	  report	  by	  Larry	  Landweber	  

Washington	  DC,	  June	  2014	  14	   18/09/14	   NGNS	  PI	  mee@ng	  



Mul3layer	  
Transport	  SDN,	  
October	  2013	  
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OpenFlow,	  BGP	  
(B4,	  SWAN)	  

GMPLS,	  TL1	  

Proprietary	  
Manual	  Opera@on	  

The	  hidden	  mul3-‐layered	  infrastructure	  

18/09/14	   NGNS	  PI	  mee@ng	  

TDM/Transport	  
SONET,	  SDH	  

DWDM/OADM	  

IP	  OpenFlow	  Layer	  

Can	  we	  manage	  all	  layers	  
using	  a	  unified	  abstrac@on?	  

16	  



Op@cal	  Transport	  Network	  

0"
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1000"

0" 10" 20" 30"

Th
ro
ug
hp

ut
"(M

bp
s)
"

0"

250"

500"

750"

1000"

0" 10" 20" 30"

	  	  	  	  	  	  	  	  	  	  Concurrent	  flows	  C	  =	  4	  	  	  	  	  	  	  	  	  Concurrent	  flows	  C	  =	  8	  
Time	  (s)	   Time	  (s)	  

Packet	  Network	  

Site	  A	   Site	  B	  

Dis3nct	  TCP	  Flows	  vs.	  U3liza3on	  	  
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10G	  Op@cal	  Circuit	  
C	  concurrent	  
small,	  short	  
flows	  

Large	  flow	  

0"
1"
2"
3"
4"
5"
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7"
8"
9"
10"

Htcp" Cubic" Reno" Highspeed"

Th
ro
ug
hp

ut
)(G

bp
s)
) C=4" C=8" C=16" C=32" C=64"

Conges@on	  control	  
triggered	  by	  intermivent	  
small	  flows	  contributes	  

to	  poor	  u@liza@on	  
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Mul3-‐layer	  SDN	  

18/09/14	   NGNS	  PI	  mee@ng	  

REST/JSON	  

OpenFlow	  1.0	  

Configura3on	  
Manager	  

Topology	  
Exchange	   Mul@-‐Layer	  

Path	  Engine	  
Mul@-‐Layer	  
Provisioning	  

Mul@-‐Layer	  
Topology	  App	  

ESnet	  Circuits	  Reserva@on	  System	  (OSCARS)	  

SDN	  Controller	  

Floodlight	  
Traffic	  

Op@miza@on	  
Engine	  

OSCARS	  
Mul3-‐Layer	  SDN	  

Management	  Modules	  

Op@cal	  
Transport	  	  
Network	  

Packet	  Network	  

X	  

Y	  

Z	  

A,	  B,	  C	  –	  Packet	  Switches	  
	  
	  
	  
X,	  Y,	  Z	  –	  Op@cal	  Transport	  

A	  
B	  

C	  

Site	  A	  
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Op@cal	  Transport	  Network	  

Packet	  Network	  

Site	  A	   Site	  B	  

Enabling	  predictable	  applica3on	  performance	  	  

18/09/14	   NGNS	  PI	  mee@ng	  

Small	  flows	  

Large	  flow	  
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T	  =	  	  0:	  Only	  small	  flows	  
T	  =	  30:	  Large	  data	  transfer	  started	  
T	  =	  55:	  Large	  data	  transfer	  offloaded	  
	  	  	  	  	  	  	  	  	  	  	  to	  dynamically	  allocated	  circuit	  
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Funding	  and	  Research	  Impact	  

•  Papers	  published	  
–  “Traffic	  Op@miza@on	  in	  Mul@-‐Layered	  WANs	  using	  SDN”,	  Hot	  Interconnects	  2014	  
•  H.	  Rodrigues*,	  I.	  Monga†,	  A.	  Sadasivarao,	  S.	  Syed,	  C.	  Guok†,	  E.	  Pouyoul†,	  C.	  Liou	  and	  T.	  

Rosing*	  

–  “Open	  Transport	  Switch	  -‐	  A	  So^ware	  Defined	  Networking	  Architecture	  for	  
Transport	  Networks”,	  ACM	  SIGCOMM	  HotSDN	  Workshop,	  August	  17,	  2013	  
•  Abhinava	  Sadasivarao,	  Sharfuddin	  Syed,	  Chris	  Liou,	  Ping	  Pan,	  Andrew	  Lake,	  Chin	  Guok,	  

Inder	  Monga	  

–  “So^ware	  Defined	  Networking	  for	  big-‐data	  science”,	  Super	  Compu@ng	  2012,	  
November	  11,	  2012	  
•  Inder	  Monga,	  Eric	  Pouyoul,	  Chin	  Guok	  
•  Paper	  and	  presenta@on	  at	  SC	  

•  Many	  talks	  at	  conferences	  
–  OFC,	  OnVector,	  Globecom,	  HotSDN,	  Hot	  Interconnects,	  NSF	  workshops…	  
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Funding	  and	  Research	  Impact	  

•  Industry	  and	  R&E	  collabora@ons	  
–  Ciena	  and	  NEC	  
•  Network	  Virtualiza@on	  demonstra@on	  

–  Infinera	  
•  Worlds’	  first	  Transport	  SDN	  demonstra@on	  

–  REANNZ/Google	  Network	  Research	  (and	  now	  SANREN)	  
•  So^ware-‐Defined	  Exchanges,	  SDN-‐based	  router	  

–  Brocade	  and	  Infinera	  
•  	  Mul@-‐Layer	  SDN	  
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Funding	  and	  Research	  Impact	  

•  Industry	  Impact	  
–  Op@cal	  Transport	  Working	  group	  ra@fied	  in	  ONF	  a^er	  demonstra@on,	  
that	  resolved	  a	  lot	  of	  open	  ques@ons	  on	  need	  and	  viability	  of	  this	  
approach	  

–  Nominated	  by	  Industry	  par@cipants	  to	  be	  “ONF	  Research	  Associate”	  –	  
three	  companies	  sponsored	  (independently	  of	  each	  other)	  

–  So^ware-‐Defined	  Exchanges	  (SDX),	  an	  important	  recommenda@on	  of	  the	  
December	  ‘Opera@onalizing	  SDN’	  report	  and	  part	  of	  NSF’s	  IRNC	  proposal	  

–  Mul@-‐layer	  SDN	  demo	  featured	  at	  SDNCentral	  as	  their	  Demo	  Friday	  
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What	  ques3ons	  does	  our	  research	  mo3vate	  us	  
to	  ask?	  	  

•  End-‐to-‐end	  remains	  difficult	  because	  service	  guarantees	  have	  to	  be	  
consistent	  across	  all	  the	  domains-‐	  describing	  policy	  (and	  dissemina@on)	  

•  	  Lack	  of	  a	  good	  language	  to	  describe	  complex	  policy	  
–  E.g	  N	  can	  only	  use	  X	  b/w	  on	  links	  1-‐3	  with	  specific	  on-‐peak/off-‐peak	  rates	  
on	  weekdays)	  

•  Nego@a@on	  of	  resources,	  especially	  mul@-‐domain	  can	  be	  non-‐trivial	  due	  to	  
scope	  and	  poten@ally	  large	  number	  of	  variables	  

•  What	  are	  the	  right	  abstrac@ons	  other	  than	  a	  point-‐to-‐point	  [virtual]	  link	  
that	  science	  applica@ons	  will	  find	  useful?	  

•  Opera@onalizing	  SDN	  –	  what	  are	  the	  basic	  manageability	  features	  needed	  
before	  SDN	  can	  become	  produc@on	  ready?	  
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