
Summary & Conclusions 
 Assess the robustness of game theory when its 

assumption of rationality is violated 
 Game models are preferred even when the probability of a 

non-strategic attacker is greater than 50% 
 Defensive resource allocation based on game theory will 

not incur much additional expected loss in a large range of 
parameter values as compared to non-game theory 

 Defender trades off between efficiency and equity 
 Per-target valuation equity (type 2) is preferred over other 

types of equity 
 Equity is costly and such cost increases convexly in equity 
 When the defense is not effective, cost of equity is very 

high 
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Introduc-on 
 Research Objectives 

 Explore the guidelines of a centralized defender for optimal 
defensive resource allocation in the presence of an unknown 
hazard (strategic or non-strategic) [1] [3] while reserving a 
portion for equal distribution, according to geographical 
areas (type 1), valuation (type 2), population (type 3), 
population density (type 4), and density-weighted 
population (type 5) 

  Investigate applications of game theory to risk analysis for 
homeland security if the attacker is not rational or strategic [1] 

 Game Theory - Basic Assumptions 
 Both attacker and defender are fully rational? 

Game Formula-on 

 A sequential game, where the defender moves first by 
allocating defensive resources. 

 A strategic attacker’s best response 

 Strategic vs. Non-Strategic Attacker 
 Strategic attack probabilities are endogenously-

determined by the game and denoted as hi(d) for target i. 
 Non-strategic (NS) attack probabilities are exogenously-

given and denoted as h’i for target i.  
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Table 1: Description for steps and conditions used in the diagram for the algorithm
S1 Step 1 Set J ≡ {1, 2, . . . , n}, P ≡ {1, 2 . . . , n} and I ≡ {1, 1, . . . , 1}.
S2 Step 2 Solve for W using Equation (6) with Ai = q Ii

||P || + (1 − q)h′
i.

S3 Step 3 (a) Identify such index j’s in C2 with smallest xj . Let cj = 0. Delete j from set J .
(b) Set cj = 0 and delete j’s from set J .
(c) Update cj =

{
lnxj + ln

[
q Ij

||P || + (1 − q)h′
j

]
− lnW

}
/λ ∀j ∈ J .

(d) Update sets P&I using Equation (2)&(3) excluding most targets to be attacked by
a non-strategic attacker. 1

S4 Step 4 (a) Set J ≡ {1, 2, . . . , n}, P ≡ {1, 2 . . . , n} and I ≡ {1, 1, . . . , 1}.
(b) Solve for W using Equation (6), with Ai = q Ii

||P || .
S5 Step 5 (a) Identify such index j(s) in C2 with smallest xj . Let cj = 0. Delete j from set J .

(b) Set cj = 0 and delete j’s from set J .
(c) Update cj =

{
lnxj + ln

[
q Ij

||P ||

]
− lnW

}
/λ ∀j ∈ J .

(d) Update sets P&I using Equation (2)&(3).
S6 Step 6 Solve for W using Equation (6) with Ai = λh′

i.
S7 Step 7 (a) Identify such index j(s) in C2 with smallest xj . Let cj = 0. Delete j from set J .

(b) Set cj = 0 and delete j’s from set J .
(c) Update cj = [lnxj + lnh′

j − lnW ]/λ ∀j ∈ J .
C1 Condition 1 q ∈ (0, 1].
C2 Condition 2 There exists some index j such that xjAj ≤ W (or, cj ≤ 0 see Equation 5).
C3 Condition 3 q Ij

||P || + (1 − q)h′
j = 0.

C4 Condition 4 J &= P and q Ii
||P || < (1 − q)h′

j ∀i ∈ P and j ∈ J − P .
C5 Condition 5 Ij

||P || = 0.
C6 Condition 6 J = P and L(c1, . . . , cn, h′, q) ≤ L∗(c∗1, · · · , c∗n, h′, 1).
C7 Condition 7 h′

j = 0.

non-strategic. In solving the optimization problem, the defender will first solve for ĉ using

our algorithm discussed in section ?? with q = 0, the following calculation derives the ex-

pected loss for the defender after implementing her supposedly optimal defensive resource

allocation when facing an unknown attacker (strategic or non-strategic).

L̂(ĉ1, · · · , ĉn, h
′, q) =

n∑

i=1

pi(ĉi)xi[qhi(ĉ1, · · · , ĉn) + (1 − q)h′
i]

5

Definition 1. We call a pair (h∗, (c∗1, · · · , c∗n)) a subgame perfect Nash equilibrium (SPNE)
for the sequential game if and only if

h∗ = ĥ(c∗1, · · · , c∗n)

and
(c∗1, · · · , c∗n) = argmax

(c1,··· ,cn)
L(c1, · · · , cn, h′, q)
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Figure 1: Illustrative diagram for the algorithm.

Numerical illustrations type 1 NS

type 2 NS

robust analysis

L̄(c̄1, · · · , c̄n, h
′, q) =

n∑

i=1

pi(c̄i)xi[qhi(c̄1, · · · , c̄n) + (1 − q)h′
i]

Defender falsely believes that the attacker is non-strategic

We investigated the cost of another type of false belief of the defender, namely, the de-

fender falsely believes that the attacker is non-strategic and allocates her defensive resources

accordingly. But in reality, the attacker’s behavior lies in the continuum from strategic to

2
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Table 1 Expected property losses, expected fatalities, and FY 2004 UASI budget allocations for 47 urban areas

FY 2004 UASI FY 2004 UASI

# Urban Areas x†
i x

′†
i Allocations ($)‡ # Urban Areas x†

i x
′†
i Allocations ($)‡

1 New York City 413.0 304 47,007,064 24 St. Louis 2.1 0.6 10,785,053
2 Chicago 115.0 54 34,142,222 25 Portland 2.0 0.1 8,161,143
3 San Francisco 57.0 24 26,481,275 26 Phoenix 1.9 0.1 12,200,204
4 Washington, D.C. 36.0 29 29,301,502 27 San Jose 1.7 0.4 9,982,442
5 Los Angeles-Long Beach 34.0 17 40,404,595 28 Kansas City 1.1 0.05 7,404,955
6 Philadelphia, PA-NJ 21.0 9 23,078,759 29 Milwaukee 1.1 0.1 13,295,646
7 Boston, MA-NH 18.0 12 19,131,723 30 New Haven 1.1 0.02 10,177,999
8 Houston 11.0 9 19,955,485 31 Charlotte 1.1 0.1 9,632,961
9 Newark 7.3 4 15,054,101 32 Buffalo 1.0 0.3 10,095,856
10 Seattle-Bellevue 6.7 4 16,516,007 33 Pittsburgh 1.0 0.1 11,978,479
11 Jersey City 4.4 2 17,112,311 34 Cincinnati 0.9 0.1 12,751,270
12 Detroit 4.2 1.9 13,754,597 35 Tampa 0.9 1 9,275,359
13 Las Vegas 4.1 1 10,531,025 36 New Orleans 0.8 0.1 7,152,827
14 Oakland 4.0 1 7,854,691 37 Indianapolis 0.7 0.1 8,707,544
15 Orange County 38 Columbus 0.7 0.05 10,151,880

(Santa Ana-Anaheim) 3.7 2 25,404,219 39 Sacramento 0.7 0.1 8,024,926
16 Cleveland 3.0 0.5 10,460,465 40 Louisville 0.6 0.0004 8,987,662
17 San Diego 2.8 1 10,479,947 41 Orlando 0.6 0.1 8,765,211
18 Minneapolis-St. Paul 2.7 0.4 20,108,247 42 Memphis 0.5 0.0004 10,067,477
19 Miami 2.7 0.5 19,146,642 43 Albany 0.4 0.001 6,853,481
20 Denver 2.5 1.1 8,646,361 44 Richmond 0.4 0.001 6,543,378
21 Baltimore 2.4 0.6 15,918,745 45 San Antonio 0.4 0.05 6,301,153
22 Atlanta 2.3 1.4 10,744,248 46 Baton Rouge 0.2 0.0002 7,193,806
23 Dallas 2.1 1.5 12,198,661 47 Fresno 0.2 0.0003 7,076,396

Total 788.7 484.3733 675,000,000

xi=Expected Property Losses ($ million); x′
i=Expected Fatalities.

Sources: † Willis et al. (2005); ‡ U.S. Department of Homeland Security (2004a).
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Figure 2 UASI grant allocations to U.S. urban areas from 2004 to 2010. Sources: U.S. Department of Homeland

Security (2004a, 2005a, 2006a, 2007a, 2008a, 2008c, 2009b)

 The Defender’s Optimization Problem 

 Analytic Results 

 Algorithm 

 Data Sources: Expected property loss for 47 U.S. 
urban areas [2] and FY2004 UASI Grant Allocation [4] 

 Illustrations (e=0): NS attack probability: top N 
most valuable urban areas: hi’=1/N, N=1, 2, 5, 47. 

 Robustness Analysis: Falsely believes attacker is 
strategic or non-strategic (q=1 or 0), expected loss: 

 Illustrations (0≤e≤1): 
 One–way Sensitivity Analysis –d &L vs. Equity type 

 One-way Sensitivity Analysis - d & L vs. D 

 One-way Sensitivity Analysis – d & L vs. λ  

Model, Analy-c Results, Numerical Illustra-ons & Robustness Analysis 
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L∗: Defender knows attacker characteristic

L̄ : Defender believes attacker is strategic

L̂ : Defender believes attacker is non-strategic
 

d : Robustness of Game Models

T : Preference Threshold

T=1
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ĥi(d) =






1
||P || if i ∈ P ≡ {i : hi > 0} =

{
i : pi(di)xi = max

j=1,2,··· ,n
{pj(dj)xj}

}
,

0 otherwise.

where ||P || is the cardinality of set P .

• pi(di) = e−λdi : Success probability of an attack on target i, i = 1, 2, · · · , n.

• xi: Valuation for target i, for i = 1, 2, . . . , n.

• ci: Defense allocation from the non-reserved budget to target i.

• c̃i: Defense allocation from the reserved budget to target i.

• di = ci + c̃i: Government’s entire defense resource allocation to target i, for i =
1, 2, . . . , n.

• c ≡ (c1, c2, · · · , cn); c̃ ≡ (c̃1, c̃2, · · · , c̃n); d ≡ (d1, d2, · · · , dn).

• P : Set of targets that a strategic terrorist attack with strictly positive probabilities.
That is, P ≡ {i : hi > 0; i = 1, 2, . . . , n} (1)

• Ii: Indicator function for the event {hi ≥ 0}, i = 1, 2, . . . , n. That is,

Ii =

{
1 if hi > 0

0 if hi = 0
(2)

1

Theorem 1 Given e != 1, consider a pair of equilibrium strategies, (h∗, d∗), and the associated variables,
R∗

i , A∗
i and J∗. We have R∗

i ≡ A∗
i pi(d∗

i )xi = W ∗, ∀i ∈ J∗ Moreover, we have R∗
i ≤ W ∗ for all i /∈ J∗.

Ai: Total attack probability, attack probability of a strategic terrorist, or normalized marginal risk reduction
from an attack by a non-strategic terrorist for target i.

Ai ≡






qhi + (1 − q)h′
i if q ∈ (0, 1], and J != P

qhi if q ∈ (0, 1], and J = P
dpi(ci)

dci

h′
i

pi(ci)
if q = 0

J : Set of defended targets with non-reserved defensive resources. That is,
J ≡ {i : ci > 0; i = 1, 2, . . . , n}

W ∗ = exp
{∑

i∈J∗ ln xi +
∑

i∈J∗ lnh∗
i (d) − λ(1 − e)D −

∑
i∈J∗ c̃i

||J∗||

}
(3)

where ||J∗|| is the cardinality of set J∗.
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1 Model

min
d

L(d, ĥ(d), e, q) = q
n∑

i=1

ĥi(d)pi(di)xi

︸ ︷︷ ︸
[strategic term]

+ (1 − q)
n∑

i=1

h′
ipi(di)xi

︸ ︷︷ ︸
[non-strategic term]

subject to :
n∑

i=1

di = D; di ≥ c̃i

Urban area equity : c̃i =
eD

n
Per-valuation equity : c̃i =

eDxi∑n
i=1 xi

Per-capita equity : c̃i =
eDps

i∑n
i=1 ps

i

Per-density equity : c̃i =
eDpd

i∑n
i=1 pd

i

• D: Total budget of the defensive resources. That is,

D =
n∑

i=1

di

• ps
i : Population size of target i, for i = 1, 2, . . . , n.

• pd
i : Population-density of target i, for i = 1, 2, . . . , n.

Table 1: Expected property losses, population, population-density, density-weighted popu-
lation, and FY 2004 UASI budget allocations for 47 urban areas in the U.S.

Density-Weighted FY 2004 UASI
# Urban Areas x†

i Population† pd
i
† Population† Allocations ($)‡

1 New York City 413.0 9,314,235 8,159 75,991,762,554 47,007,064
2 Chicago 115.0 8,272,768 1,634 13,519,096,414 34,142,222
3 San Francisco 57.0 1,731,183 1,705 2,951,064,038 26,481,275
4 Washington, D.C. 36.0 4,923,153 756 3,723,526,125 29,301,502
5 Los Angeles-Long Beach 34.0 9,519,338 2,344 22,314,867,674 40,404,595
6 Philadelphia, PA-NJ 21.0 5,100,931 1,323 6,749,136,215 23,078,759
7 Boston, MA-NH 18.0 3,406,829 1,685 5,740,709,241 19,131,723
8 Houston 11.0 4,177,646 706 2,948,039,040 19,955,485
9 Newark 7.3 2,032,989 1,289 2,619,713,383 15,054,101
10 Seattle-Bellevue 6.7 2,414,616 546 1,318,032,823 16,516,007
11 Jersey City 4.4 608,975 13,044 7,943,237,618 17,112,311
12 Detroit 4.2 4,441,551 1,140 5,062,484,593 13,754,597
13 Las Vegas 4.1 1,563,282 40 62,076,079 10,531,025
14 Oakland 4.0 2,392,557 1,642 3,927,449,645 7,854,691
15 Orange County 3.7 2,846,289 3,606 10,262,626,470 25,404,219
16 Cleveland 3.0 2,250,871 832 1,871,707,337 10,460,465
17 San Diego 2.8 2,813,833 670 1,885,205,299 10,479,947
18 Miami 2.7 2,253,362 1,158 2,609,185,020 20,108,247
19 Minneapolis-St. Paul 2.7 2,968,806 490 1,453,687,745 19,146,642
...

...
...

...
...

...
47 Fresno 0.2 922,516 114 105,084,482 7,076,396

Total 788.7 122,581,611 58,281 200,768,260,341 675,000,000

xi=Expected Property Loss ($ million); pd
i =Population Density (per Square Mile).

Sources: † ?; ‡ ?.
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The objective of the government is to minimize the expected loss L(d, ĥ(d), e, q) by allocating

defensive resources employing two parallel schemes:

min
d

L(c, ĥ(c), e, q) = q
n∑

i=1

ĥi(c)pi(ci)xi

︸ ︷︷ ︸
[strategic term]

+(1− q)
n∑

i=1

h′
ipi(ci)xi

︸ ︷︷ ︸
[non-strategic term]

(7)

subject to :
n∑

i=1

di = D;di ≥ c̃i

Urban area equity : c̃i =
eC
n

Per-valuation equity : c̃i =
eCxi∑n
i=1 xi

Per-capita equity : c̃i =
eCps

i∑n
i=1 ps

i

Per-density equity : c̃i =
eCpd

i∑n
i=1 pd

i

Per-adjusted-capita equity : c̃i =
eCpw

i∑n
i=1 pw

i

Definition 1. We call a pair of strategies, (h∗, d∗), an equilibrium for the sequential game if and only if

h∗ = ĥ(d∗) (8)

and

d∗ = argmin
d

L(d, ĥ(d), e, q)

In other words, h∗ = ĥ(d∗) is calculated by Equation (??) and d∗ is the solution to optimization problem (7).

2.3. Data Sources

Following Bier et al. (2008), Hao et al. (2009), and Hu et al. (2010), we use expected property loss data for the 47

U.S. urban areas in Willis et al. (2005) as the government’s target valuation xi’s, which are shown in column 3 in

Table 1 in descending order. We also use population, population-density and density-weighted population for the 47

U.S. urban areas in Willis et al. (2005) in our equity calculations as shown in columns 4-6 in Table 1. Column 7 in

Table 1 shows the defensive budget allocated to those 47 urban areas from the Office of Grants and Training in FY

2004. Since the data on expected property losses in Willis et al. (2005) are from the year of 2004, we use the total FY

2004 UASI Grant Allocations ($675 M) to be the total available defense budget D in our baseline model. However,

FY 2005-2010 data are available as shown in Figure 1.

3. Solution

3.1. Analytic Results and Illustrations

Theorem 1. Given e != 1, consider a pair of strategies, (h∗, d∗), and the associated variables, R∗
i , A∗

i and J∗. If

h∗ = ĥ(d∗) and R∗
i equals a positive constant denoted as W ∗ for all i∈ J∗; i.e.,

R∗
i ≡A∗

i pi(d
∗
i )xi = W ∗, ∀i∈ J∗, (9)

1 Model

min
d

L(d, ĥ(d), e, q) = q
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ĥi(d)pi(di)xi
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• D: Total budget of the defensive resources. That is,

D =
n∑
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di
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i : Population size of target i, for i = 1, 2, . . . , n.

• pd
i : Population-density of target i, for i = 1, 2, . . . , n.

Table 1: Expected property losses, population, population-density, density-weighted popu-
lation, and FY 2004 UASI budget allocations for 47 urban areas in the U.S.

Density-Weighted FY 2004 UASI
nonumber# Urban Areas x†

i Population† pd
i
† Population† Allocations ($)‡

1 New York City 413.0 9,314,235 8,159 75,991,762,554 47,007,064
2 Chicago 115.0 8,272,768 1,634 13,519,096,414 34,142,222
3 San Francisco 57.0 1,731,183 1,705 2,951,064,038 26,481,275
4 Washington, D.C. 36.0 4,923,153 756 3,723,526,125 29,301,502
5 Los Angeles-Long Beach 34.0 9,519,338 2,344 22,314,867,674 40,404,595
6 Philadelphia, PA-NJ 21.0 5,100,931 1,323 6,749,136,215 23,078,759
7 Boston, MA-NH 18.0 3,406,829 1,685 5,740,709,241 19,131,723
8 Houston 11.0 4,177,646 706 2,948,039,040 19,955,485
9 Newark 7.3 2,032,989 1,289 2,619,713,383 15,054,101
10 Seattle-Bellevue 6.7 2,414,616 546 1,318,032,823 16,516,007
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...
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...
47 Fresno 0.2 922,516 114 105,084,482 7,076,396

Total 788.7 122,581,611 58,281 200,768,260,341 675,000,000

xi=Expected Property Loss ($ million); pd
i =Population Density (per Square Mile).

Sources: † ?; ‡ ?.
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• pw
i : Density-weighted population size of target i, for i = 1,2, . . . , n.

• c̃i: Government’s defensive resource allocation from the reserved budget to target i, for i =

1,2, . . . , n. We have: c̃i = eC
n

(urban area equity); c̃i = eCxi∑n
i=1 xi

(per-valuation equity); c̃i = eCps
i∑n

i=1 ps
i

(Per-capita equity); c̃i = eCpd
i∑n

i=1 pd
i

(Per-density equity); c̃i = eCpw
i∑n

i=1 pw
i

(Per-adjusted-capita equity)

• di = ci + c̃i: Government’s entire defense resource allocation to target i, for i = 1,2, . . . , n.

• c≡ (c1, c2, · · · , cn); c̃≡ (c̃1, c̃2, · · · , c̃n);d≡ (d1, d2, · · · , dn).

• D: Total budget of the defensive resources. That is,

C =
n∑

i=1

di (1)

• J : Set of defended targets with non-reserved defensive resources. That is,

J ≡ {i : ci > 0; i = 1,2, . . . , n} (2)

• hi: Endogenously-determined probability that the terrorist will attack target i, for i =

1,2, . . . , n. We have hi ≥ 0,
∑n

i=1 hi = 1.

• P : Set of targets that a strategic terrorist attack with strictly positive probabilities. That is,

P ≡ {i : hi > 0; i = 1,2, . . . , n} (3)

• Ii: Indicator function for the event {hi ≥ 0}, i = 1,2, . . . , n. That is,

Ii =






1 if hi > 0

0 if hi = 0
(4)

• ĥi(d): Terrorist’s best response function for target i as a function of the observed defensive

resource allocations to all targets.

• h′
i: Exogenously-determined probability that a non-strategic terrorist will attack target i, for

i = 1,2, . . . , n. We have h′
i ≥ 0, and

∑n
i=1 h′

i = 1.

• h≡ (h1, h2, . . . , hn); ĥ(c) = (ĥ1(c), ĥ2(c), . . . , ĥn(c)).

• h≡ (h1, h2, . . . , hn); ĥ(c) =
(
ĥ1(c), ĥ2(c), . . . , ĥn(c)

)
;h′ ≡ (h′

1, h
′
2, . . . , h

′
n).

• λi ≥ 0: Cost-effectiveness of defense for target i, for i = 1,2, . . . , n.

Table 2: Description of steps and conditions in the algorithm shown in Figure ??

St
ep

s

S1 Let J ≡ {1, 2, . . . , n}, P ≡ {1, 2 . . . , n} and I ≡ {1, 1, . . . , 1}.
S2 Solve for W using Equation (3) with Ai = q Ii

||P || + (1 − q)h′
i.

S3 (a) Identify such index j(’s) satisfying C2 with smallest xj . Let cj = 0. Delete j(’s) from set J .
(b) Let cj = 0 and delete j(’s) from set J .
(c) Save old cj and update cj = 1

λj

{
lnxj + ln

[
q Ij

||P || + (1 − q)h′
j

]
− lnW

}
, ∀j ∈ J .

(d) Update sets P and I using Equations (1-2) excluding most valuable targets attracting NS-terrorist.
(e) Replace cj∀j ∈ J with old cj ’s and adjust cj ’s so that pj(cj)xj = max{xi}∀j ∈ J − P, i /∈ J .

S4 (a) Let J ≡ {1, 2, . . . , n}, P ≡ {1, 2 . . . , n} and I ≡ {1, 1, . . . , 1}.
(b) Solve for W using Equation (3) with Ai = q Ii

||P || .
S5 (a) Identify such index j(’s) satisfying C2 with smallest xj . Let cj = 0. Delete j(’s) from set J .

(b) Let cj = 0 and delete j(’s) from set J .
(c) Update cj = 1

λj

[
lnxj + ln

(
q Ij

||P ||

)
− ln W

]
, ∀j ∈ J .

(d) Update sets P and I using Equations (1-2).
S6 Solve for W using Equation (3) with Ai = λh′

i.
S7 (a) Identify such index j(’s) satisfying C2 with smallest xj . Let cj = 0. Delete j(’s) from set J .

(b) Let cj = 0 and delete j(’s) from set J .
(c) Update cj = 1

λj
(lnxj + lnλh′

j − lnW ), ∀j ∈ J .

C
on

di
ti

on
s

C1 q ∈ (0, 1].
C2 There exists some index j ∈ J such that xjAj ≤ W .
C3 q Ij

||P || + (1 − q)h′
j = 0 ∀j ∈ J .

C4 J &= P and q Ii
||P || < (1 − q)h′

j ∀i ∈ P and j ∈ J − P .
C5 Ij = 0, ∀j ∈ J .
C6 J = P and L(c, ĥ(c), h′, q) ≤ L∗(c∗, ĥ(c∗), h′, q = 1).
C7 h′

j = 0 ∀j ∈ J .
C8 xi > pj(cj)xj ∀i /∈ J, j ∈ J
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