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Introduction

»Research Objectives
Q Explore the guidelines of a centralized defender for optimal
defensive resource allocation in the presence of an unknown
hazard (strategic or non-strategic) [/l while reserving a
portion for equal distribution, according to geographical
areas (type 1), valuation (type 2), population (type 3),
population density (type 4), and density-weighted
population (type 5)
Q Investigate applications of game theory to risk analysis for
homeland security if the attacker is not rational or strategic (']
» Game Theory - Basic Assumptions
0 Both attacker and defender are fully rational?

Model, Analytic Results, Numerical lllustrations & Robustness Analysis
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Game Formulation

> A sequential game, where the defender moves first by
allocating defensive resources.
> A strategic attacker’s best response B< O

o = N -

0 otherwise

where |PI| i the cardinality of set P.

o pudl) = e~ Success probabilty of an attack on target i, i = 1,2+,

o ;- Valuation for target i, for i = 1,2, __n

o i Defense allocation from the non-reserved bude. to target i

o G Defense allocation from the reserved budget to target

o d = o+ & Government’s entire defense resource allocation to target i, for § —
12,..0m

o= (oo el

i = (doyd, o)

o P: Set of targets that a strategic tersorist attack with strictly positive probabiltics.
That s, »
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» Strategic vs. Non-Strategic Attacker
Q Strategic attack probabilities are endogenously-
determined by the game and denoted as hy(d) for target i.
Q Non-strategic (NS) attack probabilities are exogenously-
given and denoted as h’; for target i.

O} i=12,...n. That s

» The Defender’s Optimization Problem

i (A, e0) = 0 Y b+ (1= 0) D K)o

U ares ity Per-valuation oquity 17 =

Per-capita equity 7 = Pordansty equity 7

» Analytic Results
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where 7] i the candinaliy of st J°

> Algorithm 7z

» Data Sources: Expected property loss for 47 U.S.
_urban areas P and FY2004 UASI Grant Allocation !
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> Rol msmess Analy51s Falsely believes attacker is

strategic or non- strategic

or 0), expected loss:
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» Illustrations (0<e<l):
a One—way Sensl(lwty Analysls —d &L vs. Equity type

Fomy—

Fom—

e it e 11

po———

T e —
Q One- way Sensitivity Analysis - d & L vs. D

)0-510000 1 &0 e o=«

\
F\\

ez )ty s (o) By s

ity Couiirs )

| ERj0-si000m 1 01

‘Ymn:usnnm 1at

N
e 0=s1500u

RN
e D=s2000m

o

(61)3-001, 15

0O One-way Sensitivity Analysis — d & L vs. A

(62)1-001, 1-9-0

Summary & Conclusions

> Assess the robustness of game theory when its
assumption of rationality is violated

0 Game models are preferred even when the probability of a
non-strategic attacker is greater than 50%

Q Defensive resource allocation based on game theory will
not incur much additional expected loss in a large range of
parameter values as compared to non-game theory

» Defender trades off between efficiency and equity

0 Per-target valuation equity (type 2) is preferred over other
types of equity

0 Equity is costly and such cost increases convexly in equity

0 When the defense is not effective, cost of equity is very
high
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