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THE PROBLEM:

• What analytical methods can be employed to 
effectively examine terrorist threats and 
inform commerce and security modeling 
efforts?
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MTI TASKED TO PRODUCE THE
THREAT SCENARIOS

• What is the nature of the current terrorist 
threat in the United States?

• What kinds of terrorist attacks are most likely 
to be delivered against major urban 
commercial centers?
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BUT ALSO AN INQUIRY INTO THE 
METHODOLOGY OF THREAT ANALYSIS

• How has threat analysis evolved since 9/11?

• How do current risk models handle the threat component?

• What sources of information can usefully contribute to threat 
analysis?

• How can these be melded into a depiction of the threat?

• Is threat analysis, however rigorous, remain a matter of 
informed judgment?
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METHODOLOGY - 2
• Can terrorist threats be quantified or ranked?

• Does quantification of expert opinion falsely imply 
science?

• How can uncertainty be incorporated into threat 
analysis and into the models it feeds?
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UASI (and SHSGP) Risk Funding Formula
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THE THREAT COMPONENT IN THIS 
FORMULA DERIVES FROM:

• Credible threats to facilities and regions 
based upon: Information from foreign 
intelligence and, counterterrorism 
investigations.
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SOURCES OF INFORMATION ABOUT 
POSSIBLE TERRORIST ATTACKS

• Current intelligence.

• What terrorists themselves say.

• Terrorist plots.

• Actual terrorist attacks and campaigns.

• Expert opinion about what terrorists might do.

• Scenarios created by “red teams” pretending to be 
terrorists.
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CURRENT INTELLIGENCE
• Cannot depend on having specific warning of 

terrorist attack.

• Basic security measures must be in place.

• These must be based upon assumptions--
understanding of terrorist intentions, attack modes, 
capabilities.
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EXTRAPOLATING FROM WHAT 
TERRORISTS THEMSELVES SAY

• A rich source of accessible material.

• Much is propaganda and fantasy, but provides 
insights into terrorist thinking.

• Grandiose hopes may be achieved by more 
realizable means.

• Analyst must look for clues without buying into 
schemes as serious threats.
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TERRORIST PLOTS

• Breathtaking descent from what terrorists talk about 
to what they actually try to do.

• More ambitious failures provide clues about future 
attempts.

• Tell us what is in their playbooks.

• Indicate target sets.
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PAST TERRORIST ATTACKS
• Indicate what security at a minimum must prepare for.

• Large databases can be assembled and analyzed 
quantitatively to provide clues to terrorist targets, tactics, 
methods.

• Detailed case studies can also provide information about 
consequences, security failures, lessons learned.

• Limitation: Tell us what terrorists have done, not what they 
might do.
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SOME SUSTAINED URBAN 
TERROR CAMPAIGNS

• IRA campaign in Belfast 1970s - 1990s.

• IRA campaigns in London (1975-1976, 1990s).

• Bombing campaigns in Paris (1985-1986, 1995-1996).

• Bombing campaigns in Tel Aviv (late 1980s, 2001-2007).

• Low-level bombing campaigns in New York (1970s - 1980s).

• Low-level bombing campaign in Bay Area of California (late 
1970s). 
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TERRORIST URBAN DISASTERS
• 1992 - London (Baltic Exchange bombing)
• 1993 - New York (World Trade Center bombing)
• 1993 - Mumbai (multiple bombings)
• 1993 - London (Bishopsgate bombing)
• 1995 - Tokyo (subway sarin attacks)
• 1995 - Oklahoma City bombing
• 2001 - New York (9/11 attacks)
• 2001 - Washington (9/11 attack)
• 2002 - Moscow (large-scale hostage event)
• 2004 - Madrid (train bombings)
• 2005 - London (subway bombings)
• 2006 - Mumbai (train bombings)
• 2008 - Mumbai (armed assaults) 
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SOME OBSERVATIONS ON 
URBAN DISASTERS

• Few large-scale events.
• 9 of 13 involve world financial centers.
• 7 involve political capitals.
• Targets of great symbolic importance.
• One-third involve surface transportation targets.
• Aimed at high body counts.
• 7 involve multiple, near-simultaneous attacks.
• Approximately 4,400 fatalities, or average of 337 per attack.

http://www.hsuniversityprograms.org/�


Urban Commerce and 
Security Study (U-CASS)

URBAN DISASTERS - 2
• 9/11 accounts for nearly 2/3 of total fatalities.

• Median is around 150 fatalities.

• Caused massive property damage.

• Several exceed $1 billion in direct damages; business 
disruption costs of 9/11 ascend to the hundreds of billions.

• All caused major disruptions, left deep psychological scars.
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EXPERT OPINIONS ABOUT WHAT 
TERRORISTS MIGHT DO

• Structured formally or informally.

• Reach beyond what terrorists already have done to 
what they might do.

• Quantification suggests illusion of predictability.

• Small groups easily driven by one or two 
personalities.

• Not reliable for probabilistic forecasts.
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SCENARIOS CREATED BY 
RED TEAMS

• Approach threat from terrorists’ point of view.

• Best comprised of experts in terrorism, operations and 
weapons specialists, plus imaginative types.

• Provide insights into thinking and planning process.

• Do not try to predict, instead plan actual attacks.

• Operational constraints often quickly narrow more imaginative 
mayhem.

• Can also illustrate how terrorists might try to bypass security. 
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THREAT ANALYSIS AIMS AT 
DIFFERENT QUESTIONS

• Probability of a terrorist attack on a specific target or class of 
targets.

• Probability of terrorist use of a specific weapon or tactic.

• The spectrum of plausible terrorist attacks to be anticipated.

• Terrorist precedents to be used as a baseline for security.

• Which attack modes appear more likely than others.

• How terrorists might try to overcome or obviate security. 
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