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A “Resilient System” Defined

= Resilient systems encompass
— Processes
— Disciplines
— Infrastructure
= Resilient systems allow an organization to
— Anticipate and prevent major accidents
— Survive unprecedented disruptions
— Maintain systems operation
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Resilient Border Concerns

= Globalization and Free Trade Agreements (NAFTA)
= 9/11 raises concerns about border security
= Immigration as a concern in our countries

= Convergence of immigration, security and trade is
a complex and dynamic issue leading to two
competing goals:
— Allowing access to people and goods
— Securing against illegal activity
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Resilient Border Concerns

= Commerce

— 250 million legal border
crossings each year

— $584 billion/year in trade

= Security

— Approximately 288,000
illegal entrants captured in
the southwestern US in the
first six months of 2009

= Immigration




Understanding the Borders

Culture of Cross-Border
Communities Market Forces and Trade
Sense of community, common <::| Flows
language, religious and socio- Flows of goods, people and
economic background Investments
/\

~

Information Sharing
Trusted Social Networks
Shared tacit and explicit

knowledge
Integrated data
infrastructure

Policy Activities of the
Ny Different Levels of

Political Clout of Cross-Border Government
Co_m_munltles_ _ Link between local, provincial,
Local civic and political |::> state and central governments,

organizations and task specific public and

private sector organizations

(Navarrete et al. 2009)




Understanding the Borders

Trusted Social

Networks

- Networks of
individuals

- Trust (Institutional,
Calculative,
Relation)

- Governance

Information Sharing

Trusted Social Networks
Shared tacit and explicit
knowledge
Integrated data
infrastructure

(Navarrete et al. 2009)

Knowledge

- About problems
and solutions

- Hard to share
(tacit, local)

Infrastructure

- Data integration
and standards

- Process
integration

- Policy
coordination




Field Study

= Agent Surveys and
Working Groups

— Customs and Border
Protection

— Border Patrol

— Immigration and Customs
Enforcement

e

— Federal Bureau of ~ Nniripeskyy

Investigation




Field Study

= Specific Challenges Identified

— Interagency coordination -
especially information sharing

— Managing disparate databases
— Field communications

— Standard operating procedures
when working between agencies

— Technology that will aid in
detection of hostile intent, and
deception




Our Resilient Position

= Must improve cross-
border collaboration
— Trust
— Information Sharing
— Technical Infrastructure

= Must have integration of
policy development and
technological innovation

= Must create
technological aids for
border screening




Model for Resilient Governance

- Participatory Inclusiveness,
Forum Exclusiveness, Clear
Ground Rules, Process

Institutional Design

Starting Conditions Transparency
L4
Power-Resource-
Knowledge Collaborative Process

Asymmetries

Trust-Building — s Commitment to Process
-Mutual recognition of
interdependence

Incentives for and . -Shared Ownership of
Face-to-Face Dialogue Process

Constraints on " -Good Faith Negotiation Openness to Exploring

Participation
\ Mutual I}ains

Intermediate Outcomes +—— Shared Understanding

QOutcomes

-“Small Wins” -Clear Mission
! -Strategic Plans -Common Problem
Prehlstnr?f of -Joint Fact-Finding Definition
Cooperation or -Identification of
Conflict (initial Common Values

trust level)

—— Influences
Facilitative Leadership

(including empowerment)




New Screening Technologies
Under Investigation
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New Screening Technologies
Under Investigation

Cardio-respiratory Measures - Blink Response -
Laser Doppler Vibrometer Ultrafast IR Camera

= Photran FASTCAM Viewer - [Camera View1
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New Screening Technologies
Under Investigation

Kinesic Analysis - Eye Movement -

Video Blob Analysis Eye Tracking




Sensor Fusion

Linguistics
Vocalics Video Cameras (3) —

Kinesics

Blood Pressure
Heart Rate Laser-Doppler Vibrometer —»

Respiration

Blink Rate/Frequency

~——————— Blink Camera —p

Changes in Blink Activity
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Eyes c

Ears Thermal Camera —» E

Forehead & Face Qo TRUTH
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Iris Identification

~~ ——— Pupillometry Camera —»
Pupil Dilation

Gaze Behavior
Object Recognition Eye-tracking System —»

Pattern Classification




New Screening Technologies
Under Investigation

Kiosk - Vocalic Data -
Embodied Al Layered Voice Analysis

Fundamental Frequency - MT_558 - Guilty Gain/Energy - MT_558 - Guilty
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Policy Recommendations

= Promoting the creation of a bi-national network to
address border control problem

— Developing working principles
— Build legitimacy
= Characterizing main problem areas
— Network participants
— Research Community




Policy Recommendations

= Building trust
— International agreements
— Network work in projects

= Prototyping approach to technology development
— Network participants

— Technology vendors
— Research community




A Resilient Border Security System

Policy
Development | I
Process \ L L . .
Technical Policy Operational Social Policy
Development m Policy m Acceptance
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