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In this work, we identify equilibrium strategies for both attacker and defender in a 
general model of whether and how the defender should disclose her resource allocation in the 
homeland security context. The key novel feature of our model is studying the defender 
options of whether to disclose arbitrary types of defensive information, including correct 
information (transparency), incorrect information (deception), or null information (secrecy). 
For simplicity, and to help ensure that we are focusing on the most fundamental reasons for 
secrecy or deception, we begin by examining this question in a single-target, single-period 
game. 
 
In the case of complete information, our results show that secrecy is preferred to disclosure 
only under special circumstances (e.g., when the cost of disclosure is much larger than the 
cost of secrecy). In the case of incomplete information, however, our analysis shows that 
there some equilibria in which secrecy and/or deception can be strictly preferred by some 
types of defenders in order to mimic other types of defenders that are of less interest to 
attackers. 
 
We propose to extend the model introduced to address situations in which the defender types 
(i.e., asset valuations) can be either discrete (binary) or continuous. Moreover, we plan to 
then model multiple-stage games in order to address more general phenomena, such as 
defender reputation effects and attacker learning over time.  We hope that the results of this 
work will provide guidelines to defenders on the conditions under which secrecy and/or 
deception are appropriate in defending against terrorism, and when publicly known defenses 
can be expected to provide better deterrence.  
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