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MANPADS - Weapons
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Close Call



MANPADS – Direct 
Consequences

• Fatalities
• Injuries
• Loss of Airplane(s)



MANPADS Indirect 
Consequences

• Aviation System Shutdown
• Reduced Airline Passenger Volume
• Fears and worries

http://www.davidwyatt.me.uk/photos/idc_japan/Arrival and departure/slides/Flying_home_-_empty_airport.JPG


MANPADS – 
Indirect Economic Impacts

• Shutdown of all airports
– Lave: $1.5 billion/day
– USC model: $1 billion/day

• 9/11 economic impacts (2 years)
– Santos and Haimes: $40-80 billion
– USC model: $200 to 400 billion



MANPADS – Countermeasures



MANPADS – Countermeasures Costs

• Capital Cost Estimates 
– RAND:  $10 billion for 5,000 planes
– DHS: $1.97 billion dollars for 1,000 planes

• Operation and Maintenance Cost
– RAND: $2.5 billion per year for 5,000 planes
– DHS: $240 million per year for 1,000 planes

• Total 10-year Life-Cycle Cost for 5,000 planes
– RAND: $35 billion
– DHS: $22 billion



Summary of the 
Decision Analysis

• Standard decision tree analysis
• 17 variables
• Only three variables mattered:

– Probability of an attack
– Economic consequences
– Lifecycle cost of 

countermeasures
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MANPADS Model – User Interface

Inputs and Ranges of the Manpads Model
Probabilities Base Case Min Max

Attempted Attack in 10 years 0.50 0.50 0.00 1.00
Interdiction|Attempt 0.00 0.00 0.00 0.10
Hit|Attack 0.80 0.80 0.50 1.00
Crash|Hit 0.25 0.25 0.00 0.50

Effectiveness of Countermeasures
Deterrence Effectiveness 0.50 0.50 0.00 1.00                 
Interdiction Effectiveness 0.00 0.00 0.00 1.00                 
Diversion/Destruction Effectiveness 0.80 0.80 0.00 1.00                 
Crash Reduction Effectiveness 0.00 0.00 0.00 1.00                 

Consequences
Fatalities|crash 200 200 0 400
Cost of the Plane (millions) 200 200 0 500
Economic Loss|Fatal Crash (billions) 100 100 0 500
Percent of Loss|Hit and Safe Landing 25% 25% 0% 50%
Percent of Loss|Miss 10% 10% 0% 25%
Number of False Alarms/Year 10 10 0 20
Cost of Countermeasures (billions) 10 10 5 50

Tradeoffs
Value of Life (millions) 5 5 0 10
Cost of a False Alarm (millions) 10 10 0 100

Outputs of Manpads Model
Total Crash Econ Loss CM Cost

Expected Costs w/ Countermeasures (millions) w/CM 14,864$   14$         3,850$           11,000$           
Expected Costs w/o Countermeasures (millions) w/o CM 18,635$   135$       18,500$         -$                

EXPECTED COSTS OF MANPADS
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MANPADS Model  – User Interface

Probabilities Base Case Min Max
Attempted Attack in 10 years 0.50 0.25 0.00 1.00
Interdiction|Attempt 0.00 0.00 0.00 0.10
Hit|Attack 0.80 0.80 0.00 1.00
Crash|Hit 0.25 0.25 0.00 1.00

Effectiveness of Countermeasures
Deterrence Effectiveness 0.50 0.50 0.00 1.00                 
Interdiction Effectiveness 0.00 0.00 0.00 1.00                 
Diversion/Destruction Effectiveness 0.80 0.80 0.00 1.00                 
Crash Reduction Effectiveness 0.00 0.00 0.00 1.00                 

Consequences
Fatalities|crash 200 200 0 400
Cost of the Plane (millions) 200 200 0 500
Loss to Economy|Fatal Crash (billions) 100 100 0 500
Percent of Loss|Hit and Safe Landing 25% 25% 0% 50%
Percent of Loss|Miss 10% 10% 0% 25%
Number of False Alarms/Year 10 10 0 20
Cost of Countermeasures (billions) 10 10 5 50

Tradeoffs
Value of Life (millions) 5 5 0 10
Cost of a False Alarm (millions) 10 20 0 100

Outputs of Manpads Model
Total Crash Econ Loss CM Cost

Expected Costs w/ Countermeasures (millions) w/CM 13,932$   7$           1,925$           12,000$           
Expected Costs w/o Countermeasures (millions) w/o CM 9,318$     68$         9,250$           -$                 

EXPECTED COSTS OF MANPADS
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Tornado Diagram



Two Way Sensitivity Analysis on Economic 
Losses and Probability (Cost=$10b)



Two Way Sensitivity Analysis on Economic 
Losses and Probability (Cost=$30b)



What About Shifting Terrorist Tactics?

Our Choice

Terrorists’ Choice



MANPADS Conclusions

• MANPADS countermeasures can be cost-effective if
– the probability of a major attack is above 40%
– the cost of countermeasures is less than $15 billion
– the economic costs are more than $75 billion

• Considering shifting tactics of terrorists
– this conclusion still holds
– but: we should also add perimeter controls (RPGs)

• MANPADS is a national issue, not an airline issue
• Consider policies to mitigate the economic impacts
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