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Approach

T

National Need Discovery Impact
Architect, design, and build software : e Demonstrate various syntactic and
. . . Redeploy Instrumentation . .
systems resilient to changes in their ." Q semantic forms of adaption to be
ecosystem applied over large code bases
Demonstrate techniques for
Problem :

Validation Runtime Verification software adaptation that are
generally applicable for a significant

fraction of the code base

e Today's software is designed with
many hard coded assumptions
about the anticipated ecosystem

— Limits effectiveness of critical

Y Application
Specification
DoD systems to survive attack

— Limits technology upgrades Variant Generation Future Work
MIT Lincoln Laboratory is developing

a test framework for quantifying
Ecosystem software resilience to changes in
Change operational ecosystem

(application and underlying
ecosystem)

e Software maintenance is a |
significant cost driver for

long-lived DoD systems Select New

Variant

Problem Discovery and Analytics (DAS) Framework

Programs
Logical Resources Physical Resources : —
(libraries, data formats, structure) (energy, storage, processing, OS) TAT Platfo rm Technical Area 3

e Explore the applicability of adaptive Discovery . Compiler . Analytics
and transformation analysis techniques | =

Technical Area 2

Abstracti Monitoring &
to the development of resource SHECHONS | | Profiling
adaptive systems _ i i Error & Cost

Analysis "m Models

Resources Change Unexpectedly or Intentionally TA2 Analytics : Sellociom &
(e.g., failures, upgrades, patches) e Monitor system runtime behavior with SeMantics | B Transformation

respect to an application’s specification

ontinuous 7 |discrete

- . . Testing E Runtime/VM E Validation
e QGuide transformation and selection ; :

strategies that propose alternative
implementations for affected parts of
an application

Models and Specifications

g Ecosystems

TA3 Discovery

* Provide a detailed understanding of

[ ' o Platform API
program properties with respect to Technical Area 1 ‘ atform APIs

Functionally correct code may operate incorrectly or inefficiently as the the resources they depend on in their
operational environment in which it executes changes underlying ecosystems
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