High Performance Network Cybersecurity
DOE SBIR Commercialization

Some lessons learned and resource for peer small businesses

Richard Lethin, President, Reservoir Labs
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I would like acknowledge the intense contributions of the Reservoir technical team and business team:

The technical team for truly creative innovation, dedication, and incredible commitment to customers.  And for their anecdotes translated into some of the lessons here.

The business team for keeping things running – from our facilities, finances, and HR, to managing our manufacturing partners and marketing.

And a truly great sales and sales engineering team.

I would like to thank our commercialization assistance partners TechOps, Larta, Dawnbreaker, and Foresight S&T.

And, thank you to the Department of Energy SBIR office and the Advanced Scientific Computing Research division of DOE’s office of Science. for recognizing the potential of small business, of Reservoir’s team, and for enabling this project.



Representative Reservoir Technology and Expertise
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R-Scope® Network Sensor

Product of DOE Advanced Scientific Computing
Research (ASCR) Small Business Innovative
Research (SBIR) funding

Substantial government and commercial sales

Value of resulting cyber security — priceless
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Return on investment for the country is not just the follow on revenue, but the benefits of the cybersecurity protection that it provides.

The cyber business has strong leadership with many years of experience in high performance computing, networking, and cybersecurity areas.




Some Key Technology in R-Scope

 New queuing algorithm to reduce
packet drops in hardware queues

» Lockless bimodal producer-
consumer gqueues to eliminate
multi-thread contention

 Algorithm to dynamically shunt
traffic while maximizing information
entropy.

» Lockless hash tables with low false
negatives to eliminate memory
contention overheads.

* Multiresolution priority queues to
reduce the complexity of a priority
gueue down to O(1).

All patented or patent-pending

https://www.reservoir.com/publication/algorithms-data-structures-accelerate-network-analysis:

joumal homepege: www alsevier.comiocatefacs

Comtonts lists ovailable ot ScioncoDirect

Future Generation Computer Systems

Algorithms and data structures to accelerate network analysis
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The key technology here is algorithms and software.  We’re integrating that with off the shelf hardware processors and network interface cards.

We have a good foundation of differentiated technology, that provides absolute and asymptotic performance advantages.

The technology is protected by patents.

The technology has uses in other areas – we have a paper at the IEEE HPEC conference this year on applications of the multiresolution priority queues to large scale graph analytics.




High Performance Network Topic from ASCR

FY2011 Topic 39d:

e “Other: In addition to the specific subtopics listed
above, the Department invites grant applications in
other areas relevant to this Topic. Contact: Richard
Carlson, 301-903-9486, rcarlson@ascr.doe.gov”

* “The goal will be to achieve to terabit-scale end-to-
end network infrastructures for the open science
community.”

Lesson:

Don’t ignore the "Other” topic: program managers
are looking for good proposals, and will recognize
and support them.
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We have been able to stack multiple SBIR wins, including Phase II and Phase IIB

Ramp successes in features across these awards.

For example we have sister SBIR projects in cyber analytics, network flow measurement, and large scale network flow optimization, in progress.



mailto:rcarlson@ascr.doe.gov

Looking back at 2013:
Reservoir is offering a full cyber solution

(sensor + Splunk analytics) for high speed NW

cyber security based on Bro

Agile, Scalable, Advanced Network Monitoring
Analytics/Detection Engine

[ Advanced Analytics Provided ]
Turnkey solution
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Reservoir Labs

R-Scope Network Security Appliance
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Looking back at 2013:
This R-Scope solution is built working with
excellent partner companies

R-Scope Network Security Appliance

R-Scope DOMINATE-T

R-Scope PACE-X

Bro open source software base

SIEM integration

Perimeter and insider protection
Configurable to 100 Gbps and beyond

TILERA

SUPERMICR® Bro Reservoir Labs

..0

Reservoir Labs
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Looking back at 2013:
The R-Scope solution is a complete system with
DOMINATE and PACE models

R-Scope: System Integration

ore
Logs

Border

threat intel
shunt

100Gb

logs/alerts

DOMINATE |2

- Cyber Load Balance
- Connection Tracking
- Traffic Discrimination
- Shunting
packet flow

&

N/

|PACE

- Policy Decisions
- Anomaly Detection
- Analytics

Integration
| Adapters |<:>

- Splunk
- Arcsight
- ElasticSearch
- Custom
- Intel Sources

SIEM
Log Analysis
Data Mining

Reservoir Labs
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Looking back at 2013:
The high performance SBIR research is
concentrated on the DOMINATE-T model

R-Scope
DOMINATE-T

...................
& Fy

NEll Sl 20 - 40Gbps
PR at s PR

DOMINATE-T

¢ 4 -8 Processor Systems

» 160Gbps — 320Ghps Raw Throughput
e 32 Core Processors

» R-Scope Software Tightly Coupled

» Front-end Load Balancing

e First Pass Analytics
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The DOMINATE-T model uses advanced Tilera chips to achieve 100 Gbps and higher throughput.



Looking back at 2013:
The DOMINATE-T model is based on Tilera chips

and Tilera multi-daughtercard systems in a 1U
form factor

Tilera-TILExtreme-Gx
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The TILExtreme-Gx is a super compact, well engineered system for massive flow analysis.


Looking back at 2013:
Reservoir innovates proprietary algorithms for
flow regulation, load balancing, and many core

chip management to utilize the Tilera hardware.

DOMINATE-T leverages advanced
Tilera hardware for throughput
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Looking back at 2013:
This leads to highly scalable network
processing...

R-Scope DOMINATE-T events/ sec
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Looking back at 2013:

The PACE-X model uses Reservoir packet processing

Innovations but on commodity Intel x86 processors with

Myricom NIC, and hardens OS, adds Splunk connector

R-Scope-PACE-X

Security Appliance

Validated HW/SW
Signed updates

CLI + GUI
Management

Splunk Integration
Shunting Control

R-Scope

Encrypted Filesystem

SUPERMICR®' X86

4x10G
Myricom NICs

Reservoir Labs
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Looking back at 2013:
Leveraging National Lab resources - ESnet

DOMINATE-T at DOE

ESnet Research Testbeds

100G Testbed
= High-speed protocol research

* Routed network from Argonne to
NERSC (dedicated 100G)

= See recent HPCwire
Dark Fiber Testbed

» Continental-scale fiber footprint for
disruptive research

R-Scope DOMINATE-T
installed and in testing now at DOE Lab

Einas 1000 Fanmen

U.S. Department of Energy | Office of

Reservoir Labs
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Looking back at 2013:
Shipped the R-Scope DOMINATE-T to NERSC

ESnet 100 Gbps testbed

ESnet 100G Testbed:
with GENI Racks and Reservoir 100G
Network Security Monitor

DOMINATE-T in deployment/testing with
US government Advanced Networking
Initiative

100G testbed wave

To ESnet5

Snet Hosts

R-Scope NSM
DOMINATE-T

Reservoir Lz

:0GER MNERSC Hosts
Rack « |0 nodes connected to GPFS;
« Option to connect any NERSC host as needed

ESnet Hosts

Legend:

« Testbed Router
« ESnet5 Router
« Site Router

« ESnet5 Link
Testbed Link

« 100G Interface
« 40G Interface

oe|]| ('I*(':‘('i*

bse Note: All routers are
Alcatel Lucent 7750
unless noted otherwise

Reservoir Labs
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Selling to the National Labs

Even though we had DOMINATE inside ESnet, for
testing, we didn’t get any signals that ESnet was
Interested in buying.

It wasn’'t us. ESnet is in the national labs, and the labs
aren’t really interested in buying any SBIR technology.

To sell to the DOE requires

* Understanding and navigating complex procurement
processes

* Leads through traditional selling (channel partners,
Integrators)

Lesson:

The DOE SBIR program is oriented toward building
business and transition externally. It is not for building

Reservoir Lg%ghnology to supply to DOE or its labs. Thisis a

08.09.18. 16
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View the labs as a facility and networking route, not a customer.



Supercomputing Conference Network: SCinet 2015-Present

ESnet ->
SCinet ->
Customers!
Lesson:

Leverage DOE resources,
labs, PM relationships,
peers, infrastructure.
Network to gain access
where needed. A DOE
test environment is a
stepping stone to
customer environments
and a possibly bright

ReEéFU&@ Labs o8008 17
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Working with ESnet made us aware of The supercomputing conference’s SCinet Network Research Exhibition (NRE).  Working with the SCinet team led us to collaborations with other researchers and partnerships with other vendors and sales relationships with some of our best customers today.

The national labs are very welcoming – we’ve received tremendous receptions from visits to ORNL, NERSC, and ESnet, and substantial mentoring and guidance from very senior leaders at the labs.

We continue to donate our equipment for use at SCinet – have graduated R-Scope to “production” use protecting the conference’s network (and have another DOE SBIR project related to data analytics for cyber in the NRE).  Our managing engineer for R-Scope is now serving as the co-chair for cybersecurity at SCinet.

Other important routes to participation and networking in DOE are helping out your DOE program managers with white papers, program formation, and panels.


Supplier Risks

We experienced big supplier transitions
* Acquisitions, fissions, component cancellations

We found customer demand sweet spot is for PACE model
* Prospects value the resilience, hardening, integration
* A product is much more than performance

So, we focused on advancing PACE

* Increased our resilience further through move to new

suppliers with deep support and deep resources, new
features, ...

Lesson:

Pay attention to supplier risk and engineer technology to be
portable rapidly to new platforms. Be flexible (agile)!

Reservoir Labs  ¢s09.18
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When To Leave the SBIR Bubble

SBIR provides the opportunity to build technology
without the pressures paying customers bring. This
IS a double-edged sword ...

* Freedom to experiment and change
* Are you solving the right problem?

Once that first sale is made, there is no going back
* No time to fix foundational issues
e All hands on deck supporting customer needs

Lesson:

Take a hard look at readiness to determine the right
time for initial sale. Think about “beta” to help set
expectations with early customers.

Reservoir Labs  ¢s09.18
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Things Go Wrong

Lessons:

e Assume your environment differs from your eventual
customers’ environments.

 Assume your test data is not representative of real
customer data, and improve your tests constantly.

* Be prepared with tools to measure and characterize
systems before engaging with potential customers.

* Be prepared with debugging and diagnostics in your
system to determine what went wrong.

e Customers use your product in unanticipated ways and
come to you with varying skill levels.

* Provide clear and pervasive mechanisms to determine
how a customers environment/data differs from your
research environment.

Reservoir Labs  ¢s09.18
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And when you solve your customer’s problem rapidly, you’ve made a great customer relationship that transcends features and performance.  You have a reputation for standing behind your work.






The “Bedrock” Business Route

“Bedrock entrepreneurs

describe 99.5 percent of B U I LD I N G
all entrepreneurs who

create more than 90
percent of all new wealth

generated by ' l ‘
entrepreneurs.” \
Seasoned insight and

reflection on the
motivation, leadership

skills, processes, and

t out, the best baok o enn.'p-rr ;unhp:mcnﬂm&
routes to success for A b Ao
bootstrapping a

company.
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There are so many great business resources that I’ve learned from.   

The former Provost at MIT, Mary Rowe, teaches a tremendous course in negotiation at the Sloan School.
Steve Kraner, ”The High Tech Guru,” teaches an excellent boot camp on how to sell.  
Peter Cole is an excellent resource for leadership coaching.

Reservoir has benefitted over the years and built a network for insights from great accountants, lawyers, cost accounting consultants, and government relations people.  If people here want to speak to me about these resources, I’d be happy to give referrals.

We’ve benefitted a lot from books.

There are classics that you probably have heard about like The Innovator’s Dilemma, by Clayton Christensen.  Or Crossing the Chasm, by Geoffrey Moore.  Or Lean Startup, by Eric Ries.  Of course you should definitely read them.

But there are two important books that you might not have heard of, that you should get and read and follow.

The first is Princeton professor of of Entrepreneurship Derek Lidow’s new book.   He will urge you to consider taking a bootstrapping route to forming a new company, and give you some tips on how to do this.

This is vs. the high risk route of raising external capital early.

The Bedrock route is better for you, your family, and your customers (why expose your customers to high risk?)




Understand the SBIR Program and Advocate

Get insights into the

origins of the SBIR WH "-E THE
program in the 1980’s, and

the politics and pitfalls NATIN SLEPT
around it.

The Struggle of Small Innovative Businesses in the U.S.

Understand “SBIR Data
Rights” and how to use
them.

Maintain communication
with your congressional
delegation to advocate for
Small Business and the

SBIR program. DAVID METZGER

Reservoir Labs ¢sg9.1s
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David Metzger retired a couple of years ago after a long career at the prestigious law firm Arnold and Porter.  His book came out last year (2017) and is essential reading for anyone considering or participating in the SBIR program, as it distills his career’s lessons in helping small companies navigate SBIR.

David notes the important role that small business plays in innovation (such studies that indicate that small business leads in terms of research productivity, in terms of patents/employee) and the important of such innovation to the economy.  He documents what the role of the SBIR program is and the rocky road it faces.

There are online presentations by David, related to IP and SBIR Data Rights, that are essential reading.

Not in David’s book, but something I recommend is to build contacts with your congressional delegation – your local congressman, your state senators.   They will have staff who focus on issues related to entrepreneurship, economic development in their district or state, on energy.  Keep them apprised of your projects – show them your innovations and explain why they are important for the country. You would not be able to get their help with any particular proposal or project but.  But you should encourage them to support scientific research and the DOE mission.  Ask them for their support of small business and particularly the SBIR program.  You can point to the benefits in terms of advancing our country’s economy and strategic international position. You can also get introductions, through them, to staffers on the relevant committees for energy and to make the case for scientific research and the important role small business can play in those programs.   Reach out in the late winter to make appointments and take a day in early spring to travel to the hill, to visit the staffers.  And stay in touch with them through the year. 




Bring Your DOE SBIR Project to Success Too

Be aware of and use the resources (lab facilties,
commercialization assistance) that DOE brings,
beyond funding.

Network intensely.

Be flexible and agile.

Exit the SBIR bubble gracefully.
Customers! Be ready.

Follow “Bedrock” principles.

Understand how “the system” works and help shape
It.
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