he Security Marathon

It’s not a sprint, it’s a marathon!
April 29, 2008

Fran Armijo
Awareness Coordinator
Sandia National Labs/New Mexico

"V R | DG’&A Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed Martin Company, Sandia
I A A4 for the United States Department of Energy’s National Nuclear Security Administration National

sty o under contract DE-AC04-94AL85000. Laboratories
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Calendar

* Every Manager and
o Office Assistant

e

April 2008

it is an ongoing process.

= Brought to you by the Securfty
Education & Awareness
Liaison Team.

7 Security is not a one-time event;

. o oy
Maintaining your clearance
depends on your honesty ...

know when to report

Sicuiy s Worey. | Twesdvy,_ Woinaoiey. {Thurtdey iy SR
| 2 3 4 5
.6 7 8
13 i 15
20 21 2
N 20
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Facility Security Officers’ (FSO) §
Conference

* Annual Event
e Great Attendance
e Various SMEs
e California too!

» 2008 FSO Conference —
Awareness Is The Key

AWARENESS

IS THE KEY
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Security Salutes!

» Website designed to
recognize do-gooders

8 Home  Documents and Lists  Create

Site Sattings

Salisbes Hoane
Morminals Sofmeone

Introduction

What i5 the purpose of the Samdia Security Salutes recognitisn

pregram

The Sanda Securty Sahaes Prograen wil allse us 1o Fairly and equisbly
rettgsite ndvadusli and grewgd for eccsllencs in decunty practsoei. The
Sandis Security Saluten Pragram in detigned to maks smplayee
repogrdtion an itegral part of our orgeTezaton’s business s seounty

aWaTEness strabegy.

Sands i dedcabed o the enhancement of sorkplace perfoemance
whrgaagh recagnbe of Qoo securdy pratboes, and the Sandu Secumty
Saltei Frograsm frdvides a velusle lor yéu 1o retogiete gosd securty

prastoey

All Sandis eregloy bes are shgible for recegaition. This inclededs ol fll-Sens
sl part-Gme emplorest, conltractony, and condsianty, & Sandis Securty
SakAes recipeent wldl be sent o bebher of recoprabon, via o-mad, and e
empdayes’s name will be placed in the Sk Lad ews .

Help

Determining Appropriate Recognition

e capn recormimond and spprove rocogiilred

. We encoursge all MEnspers, SUPErvebDrs, coworkers, and osflomers te
participate wheh they recogrie Gotd securty [radtices Baing el

What factars deterrrene who shauld recens neoognbon?

&E good secunty prachoss skould be recograred, Follaming are come examples of

s petunty B gokaie:

® Jokn Coe nobiced Jane Secunty wearng ber Badge offcde of & restayrant

it rarmanded B that iha ihsold not.
* Joray Secunty rerminded Joka Do to leave bis parcnally cwned cell

e i hij vehethe.

Lip to Resouross

B

Bt My Page =

Gy 0 e enbnie Torm b
Aafunite edyvidosld
grougi for axcallgcce &
Fgunty prachses

Herg &rd 26Me recent
Fubmmastyls

e e,

Ermpikrpee; Mominated for Laking
wareilats ared Spod opeiahe
eamectavg siten when he spotied
a-panlr wtir wihou & badgs s
Il et s,

Empiirpe: Mosvinustend for
oty promoting guod
secury gractces (DFRLC) in b
g

T < Hrnraited
For alertrg socunky o an SECH00
P B,

Emplrpes: Momingted bor

iy ared regrtreg
paraitven information found in &
Sk dumpster
Empkrpie: Nominated for frastrsg
Bt i Coll Pronedaguct; logo
b plane on a4 rete schabis hadge
dig. Thps ore deftributed to o
e vl v
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* Lessons Learned

Newsletter

— In collaboration with
 Awareness/CA

» Operations Security
(OPSEC)

e Security Incident

Management Program
(SIMP)

Sandia
National
Laboratories



» Latest requirements/changes

 Resurrected based on
requests from Facility
Security Officers

Since October 2005

Sandia
National
Laboratories
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Facility Security Officers’
Contractor Toolcart

e http://Iwww.sandia.qov/FSO
/[index.htm

* Provides FSO-specific
iInformation.

* 6000 hits so far

Sandia
National
Laboratories



Initial Briefing

Created primarily for
construction workers

S SA 2730-BRF

44 dreindividual ith ace] AR
This briefing is a general

1. EVERYONE M|
2. *Your badge mus|
3 Notify Security (!
4 Thebadgeisg] -
KAFB. (

3 sraforia se requiere para todo personal con requisitos de dies dias o
o-han aplicado para ser investigados.

5 Do not wearoryf . -

8 Report a lost ba AR
:?;Zdﬁrg; f Coiyn individuo con acceso a areas controladas por Sandia/DOE, le es requerido hacerse
next working da cargo de la seguridad y proteccion de esta instalacion. Esta reunidn preparatoria es un
you. This from d resumen de sus responsabilidades tocante a la proteccion de esta instalacion.

I8 Always report to| 1. Todo individuo debe portar una chapa o mica.

g— LO Q‘ﬂ'":;m;ﬂ 2. Sumica debe ser portada en todo momento mientras usted esté en el sitio. Su

. ncieared Inaivi

porte debe ser a un nivel sobte la cintura ¥ en lo mas exterior de suropa. Para su

10 When escorted, N . : - N
proteccion se le recomienda su uso con cinta facilmente desprendible,

1. Foreign nationalf

12, EquipmentatSy 3. Notifique a Seguridad (844-3155) si encuentra alguien que no porte una mica
to use Sandia eq valida. }

13 Everyone is subj 4. Lamica es propiedad del gobierno. DEVUELVALA AL CONCLUIR SU

14 Do not park in re VISITA Y ANTES DE SALIR DE LA BASE KIRTLAND (KAFB).

15, Follow all posteq 5N o s ) I . i

% Al classified infdl 5. No porte o use su mica de identificacion fuera de este sitio.

7. Unclassified Cor 6. Reporte una mica perdida a la Oficina de Micas para Contratistas de Sandia (844-
18, Emergencies s 5917 0 845-3359), S1 sumica es robada fuera de horas de rabajo. reporte el robo
reported to 00 cuanto antes al niimero de reporte de incidentes (540-2382) ¥ tan pronto sea

- posible al siguiente dia a la Oficina de Micas para Contratistas. Usted debera
1. Do not provide ble al dia a la Oficina de M C Usted deb,

completar un Reporte de Micas de SNL Perdidas o Robadas (SF 2730-LSB)
antes de que se su mica sea reemplazada. Puede conseguir v llenar la forma en la
Oficina de Micas para Contratistas de Sandia.

Siempre debe presentarse a su trabajo con su mica. No se otorgaran micas de
reemplazo cuando olvide usted su mica.
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« SF 2900-STB

 Created for our
Human Resources
personnel

neng 50
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s )
oy, 05 4

W ony, ¥

3y
Y ey, i,
Tiitsg, 7l
, s
. Sty W o0 g
i, P g HG
or g, r"":w;{(h”?' Unttpg ™ 1
N o
- Vb ot e 3 23 G
iy e Pl TN
Yg 00 o 0t
o Secy,
g,
€L rg g, g %3 g
oS R, Ry o s Py,
i 5 L s Sl

National
Laboratories



 Shown before our
comprehensive briefing

— Badges

— Prohibited articles
— OUO

— Escorting

— Need to know

Screen Left

Uniocked : \ : . -. . il ;- I:I . Open SafeS
| — Classified documents
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DOE Reporting
Requirements Matrix

» 10,000 copies distributed

e Available on our external
website

« Accompanied by a Breeze
presentation

ion t 1 i v
- poqatiol - wed elg
infor ™ s contintel .hoﬂsisfem“ 5o Clo
employe®  is cleary © Access
. mafio
infor?

o 1
o0t -
gandia¥® ’Dr::\mv“““ of €0
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Info Sessions

« OUO Awareness

* Reducing the Risk of
Exploitation

e Terrorism at Home:
Reducing the Domestic
Threat

 They Really Didn’'t Do That
Did They?

4
3
-

Y
O#'-‘S

e
’P‘?r.fg nal yan®

Sandia
National
Laboratories



« ADC Limited Security
Service - escorts

* In need of some sort of
training
* We can help!

Sandia
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Laboratories



. i Other Briefings

 Introduction to Safeguards
& Security for Managers

» Briefings to contractors
e Line organization briefings

secUEITy

VOO BEE 0T

Sandia
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Videos

«Security Beat
—Late to Work
—The Christmas Party

SO Conference

—Who's at the Clearance
Office?

eI[nformation Video
—Will Spills

Sandia
National
Laboratories



Posters

ASPD-12 IS CONNNNG

F Auseremesy Ligisonr (SEAL) reanr reons]
anr Secnriry B

[ SR APIY pa——

&

When entering a limited area,
look out for piggy backs.

i
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Articles

a0

bt

i

Sandia’s internal
website (Techweb)
Office Administrative
Assistants’ (OAAS’)
Wednesday Newsletter
Sandia Daily News
Porcelain Press

e e gt e
L . M e s md e e
L W L e =T

March 19, I00E

Flrase send ariiches Bs s Wodmedny Homnbmr.
. i B g, S i o v st st

e B e

L P i ke e

filarbrnr s Mrsapr Livhnr
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Take Your Child to Work Day

 Puzzles for the children’s
enjoyment also teach
lessons.

- O

ke 3 ok et o -
Hl:v‘r’—" . P
ity et
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We'll do anything to get
their attention

Sandia
National
Laboratories
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Safety/Security Fair

Things that go together... A natural combination...

Safety

®

Security

N, B0 B L
es \p? (1 o
v fyse A s 5es § e

Mark your calendars, it's the best combination
since peanut butter and jelly,

the SNL Safety & Security Fair!

Safety Engineering and Security Awareness have joined forces to sponsor 2
spectacular event! We'll have something for everyone. More than 80 exhibitors
will be there with information on safety and security that spans all aspects of work
and home. Join us for the First Annual Safe’cy & Security Fair, now better than ever!

2008 SNL Safety & Security Fair
Thursday, June 5, 2008 - $:.00 am - 2:00 pm
Steve Schiff building and surrounding areas
Co-Hosted by Safety Engineering (4122) and Security Awareness (4232)

i
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S&S Coordinator’'s Handbook

Finally! Guidance!
11 Division Coordinators
e 45 Center Coordinators

Contents
* Responsibilities
e Resources

545 Coordiniior Mandbicok

Safeguards & Security (S&S)
Coordinator Handbook

Contents

»  Infroduction

»  Puposs

& SCops

« Secwity Tactical Assurance Team (3TAT)
+  Lipdates fop Handhock

Training/Briefngs

+  Resquired TramingBriefing:
« Addtonal Available Traning

The 355 Coordinator

+ Rodes & Dutes
+  Caner Coorginatons
+ Dinision Coordinatons
»  Batkup
«  Communication Probess
+ Al Hands Meeting
«  Cualfications

AsEEFEMENS & ALIRE

= Findings
= Checkisls

Security Incidents

= Sty Incider! Managames! Program
= Afer a Sacurfy Incident

= Dufineg an inguiry

+  Secwrity Infragtions

= Fenalies for a Secunty Infracion

i
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Managers’ Tool Cart

Audits/Self-Assessments
Badges

Classified Documents/Material
Clearances

Escorting

Incidents of Security Concern
Prohibited Articles

Reporting Requirements

S&S Coordinators
Training/Briefings

Terminating Employees/Contractors
Unclassified Controlled Information (UCI)
— Unclassified Controlled Nuclear

Information (UCNI)

— Official Use Only Information (OUQO)

Vault-Type Rooms
Waste, Fraud & Abuse
Resources

— Security Contacts

— Corporate Process Requirements

(CPRs)

Officisl Use Only iQW0)

Woplsssdied Corgroiied Infanmabon (UG

Inglaeeifing Corgrolied Ruciear ke ation (LICH

i

Destruction Services
Securing White Destruction Bags = Hew Mexico

i
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Reviving Lessons Learned

* Not just a Band-Aid fix
e Stagnant since 2006
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Back to Basics

» For all Safeguards &
Security Departments
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