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Fact or Fiction?

~An effective training and awareness program IS
the single most important factor in a successful
security program.
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Where To Begin...

0 Market research
= What does your audience need

0 How can you meet those needs
o How will they access the product
o How will the product be identified







Marketing Awareness
Includes...

Advertising and promotions
(focused on the product)

Public and media relations
Customer service
Customer satisfaction




Print

Articles In site paper/newsletters
Mass emails




THE FRONT PAGE

YOU DON'T KNOW WHAT YOU DON'T KNOW - Do you?

We have heard this catchy phrase, but if you don't know what you don't know,
then how are you going to protect your personal sensitive information? The
DOGS of OPSEC ask you to take time to view some video clips of what
could happen to you.

It's said that experience is the best teacher, but that is only a half truth. It's
OTHER people's experience that can be the best teacher. If you learn from
others' mistakes, you may not have to go through the pain others have
endured.

Check out the link below. It contains short but very interesting video clips on
fake check scams. We encourage you to learn from these videos.

Have a safe holiday season and an educated and prosperous New Year. For
more information on OPSEC, please contact the DOGS of OPSEC at (702)
295-2979.

Published: 12/13/2007 10:20:31 AM



e From: News Flash [mailto:NEWS FLASH@nv.doe.gov]

e Sent: Wednesday, March 19, 2008 12:44 PM

o Wil Q; All Employees

e Subject: About Face - Facebook & MySpace or “Their Space”

ANNOUNCEMENT 08-126

Too much personal information online? NO, tell me it's not true! It is true, and it's a problem that we
have to understand and take the necessary steps so we don’t become the next Identity Theft
victim or have our cushy high-paying government job jeopardized. Facebook and MySpace are
tools that we can use to let everyone know who we are and is that what we truly want to do?

An article that was forwarded to us from another concerned employee warns us of what we already
know.....but do we? I've heard it said that “to know and not to do is not to know...”. The article
brings to light yet again, that diplomats and other well meaning government workers with access
to sensitive information should be very careful when posting information on-line.

It's no secret folks that foreign intelligence collectors through out the world have employees dedicated
to sifting through internet chat rooms, news articles, gaming sites etc.. This is known as “open
source” information where over 80% of what the enemy learns about us and our sensitive
information is derived. Once you have posted information on the internet it’s virtually impossible
to get it completely removed. Sensitive personal information posted online like pictures/video
taken from your friends cell phone of the bachelor party or your big blow-out birthday bash at the
local club that has floor to ceiling poles attached to each table could be used to blackmail you into
giving up some of that sensitive information.

OPSEC is a very important part of your life at work, at home or at play. We at OPSEC will look at our
operations and personnel from an adversarial perspective and come back to tell you what we
have found. The bad guys will never tell us how or where they are finding out our secrets.

Practice using OPSEC at all times and keep you, your family and our Nation safe. For more
information on OPSEC, call the DOGS of OPSEC at 5-2979 or visit the following websites;

www.nv.doe.gov/nationalsecurity/opsec
http://www.opsecprofessionals.org




Article Sampling

Family Pictures or Spyware?
Wanting to Use a Wireless Headset?
Prohibited Articles
eBay Scam Again
Virus and Phishing Attacks Soar
Test Your Security Awareness
Escort Responsibilities
What Happens at Work Stays at Work
Talking Trash
Conference Rooms — What Are You Leaving Behind
Reducing ldentity Theft
What's On Your Bulletin Boards?
FOUO and OPSEC
Secure Your Badge



Posters

~ The
ENEMY

is listening

He wants to know
what you know
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Foreign Intelligence’s
SsWish List”
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Layne 5-2979
Deputy Doy




D0 YOU HAVE OPSEC QUESTIONS?

Whatcan1do? il il il i

H¢W does OPSEC éffect me? .

Isn’t OPSEC just a military program?

OPSEC ? Isn_;t that “Optional _Se_curity?” i

I_f_it’é unclassified \_/vhy shouldn’t | put it in the trash?

| don’t have a clearance so | don’t need OPSEC - right?

What.can the DOGS of OPSEC do for rhe? |
CALL US AND FIND OoUT




The DOGS of OPC

This is hot the time to be talkihg shop
Practice good OPSEC at all times
Deputy Dog 5-2979 Aug Dog 5-3532



CRY HAvOC AND LET SLIP THE DOGS OF OPSEC

Deputy Dog 5-2979 Get the DOGS OF OPSEC on your side today Aug Dog 5- "532
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We'll be your BFF

(Best Friend Forever)

Deputy Dog 5-2979 Give us a Call Aug Dog 5-3532






H1!

ARE YA USING
OPSEC?

ARE YA?
ARE YA?
ARE YA?
ARE YA?
ARE YA?
ARE YA
ARE YA?
ARE YA?

DOGS of OPSEC




BRING HONOR T0
HOUR FAMILY — YOUR aouN’l’ﬁfj - YOURSELF
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PRACTICE 0PSEC AT ALL TIMES
De};utif Dag ) A A T[\«E D 095 Vf 0F5£@ A'ug Dag 5-3532



Don't Make The
DOGS OF OPSEG
&et All Ugly On Ya

Protect Your
Sensitive
and
Critical
Information




OPSEC
Can we count on you?




The DOGS of OPSEC and You
Working Together Today
For a Better OPSEC Tomorrow



Impromptu Speeches

 Wherever more than 10 people gather
e 30 — 90 seconds
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Giveaways and Handouts
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OPSEC Fortuwne Cookiles

“Loose lips sink ships™

“Be OPSEC Aware™
“Practice OPSEC”



Opaietes

“Think OPSEC™

“OPSEC is everyone's responsibility™



OPSEC MATERIA

DESTROY BY
SHREDDING







DOE/NV
OPSEC Program
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DOGS of OPSEC
NNSA/NSO







WE HAVE MANY THREATS TO OUR OPERATIONS
MOST HIDE BETTER THAN THIS ONE
STAY VIGILANT

2nd Place
2007
Canine ldol

2nd Place
2007 |
Canine Idol =

THE DOGS of OPSEC

WE MAY NOT BE GOOD AT HIDE AND SEEK BUT WE KNOW OPSEC
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TOP DOG!

Winner
2007
Canine ldol
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THE DOGS of OPSEC

YOUR SECURITY COMES FIRST
Romes Deborak (Hhatbs



DOGS of OPSEC
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July 15, 2008




e
_ Certificates

s LY

On-the-spo

e _' o
g f(:;z 2 ohr




On-The Spot

See it — award it

Business size cards

“Way To Go™
“Atta-Boy”’
Appreciation/recognition

Contact information




Certificates

* FOr recognition of;
« Actions that had an/ iImpact en security
= Direct support to the OPSEC office/program

- Also for:
= Sucking up to leadership

CERTIFICATES OF BEST MOM FOREVER




DOGS of OPSEC
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To the Mailroom Crew onh the OCCasion Of their
appointment as DOGS of OPSEC




The DOGS of OPSEC
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To Damon Derendinger on the 0CCasion Of his appointment as a
DOG of OPSEC




Annual

e For recognition of:

—Actions that had a significant impact on
OPSEC/Security

— Significant contribution to the OPSEC
office/program

e But how to recognize?
—Prize?
—Recognition?




Sources for Products

Other sites or installations
Defense Security Services
National Counterintelligence Center

You and your fellow employees

TV commercials, news magazine
shows, and movies (Copyright laws)




