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ASRB FORMAT

Office of Health, Safety and Security

e Stand-Up Briefing

 Read and Sign

e Automated CBT




CONSIDERATIONS

Office of Health, Safety and Security

Written Text vs. Audio vs. Video, or a Combination

Cost (preparation, deployment, record keeping)

Time Limitations (preparation, individual employee time investment)
Retention of Information (both memory and resource)

Collaboration

Ability to Vet ASRB Content Prior to Delivery (e.g., General Counsel,
S&S management, etc.)

Ability to Readily Identify Entire Target Audience

Ability to Readily Deliver ASRB to Entire Target Audience
Ability of Target Audience to Access ASRB

Ability to Update Target Audience Records in Real-Time
Ability to Monitor Real-Time Completion Rates

Ability to Update Content in Real-Time

Manual vs. Automated Record Keeping (both completion and ASRB
content)

Ability to Receive and Reply to Individual Questions




DECISION

< HEADQUARTERS ®

. CRITICAL CONSIDERATIONS FOR FORMAT ﬂSS
M ffice of Health, Safety and Security

Written Text vs. Audio vs. Video, or a Combination

Cost (preparation and deployment)

Time Limitations (preparation, individual employee time investment)

Retention of Information (both memory and resource)

Ability to Collaborate

Ability to Vet ASRB Content Prior to Delivery (e.g., General Counsel,
S&S management, etc.)

Ability to Readily Identify Entire Target Audience

Ability to Readily Deliver ASRB to Entire Target Audience
Ability of Target Audience to Access ASRB

Ability to Update Target Audience Records in Real Time
Ability to Monitor Real-Time Completion Rates

Ability to Update Content in Real Time

Manual vs. Automated Record Keeping (both completion and ASRB
content)

Ability to Receive and Reply to Individual Questions




HEADQUARTERS
FORMAT

Office of Health, Safety and Security

Web-based ASRB available through the DOE
Headquarters Management Information Systems
(MIS) Application Gateway

All Federal employees have access to the MIS
Gateway

Contractor employees must be sponsored by a
Federal sponsor and registered in the MIS Gateway

MIS Gateway Is password protected
SSL Protected

168-bit encryption




ASRB CONTENT

Office of Health, Safety and Security

Focus on changed S&S policies or procedures, new S&S policies
and procedures, and issues that have proved problematic since
previous briefing

Trends analysis of security survey or inspection findings
Trends analysis of security infractions

OIG criminal investigations regarding S&S issues
Review Vulnerability Assessment

Review other relevant documents (e.g., IG Audit Reports, GAO
Reports, etc.)

Solicit suggestions from other S&S Subject Matter Experts (e.g.,
S&S operations managers, Headquarters Security Officers)

Collaboration with other organizations (e.g. Cyber Security,
Emergency Preparedness)

Solicit suggestions from employee population




E-mail Instructions

Tina Vaughen

A1. Departnent of Energy (DOD) and Nakional Nueleéar Cecuricy -
himiniscration (HMNSA) Headquarters Federsl ard contractor smplayees,
and other agonoy 1 detailed te DOE Headquartera,
zagardless of thelr security clearance Btatus, are reguired to complete
the Headguarters Annual Seecurity Refresher Briefing (RERE}. This
vear's ASRR ‘8 availahle fto employess an a atacgered organizational
aschedule chrough the Management Information Systeme (MIS) Applicatian
Gateway. The briefing hae been designed to be accessible to all
Headguarters personnel regardless of locstion (e.g., Headquarters
Zacilities, off-site facilities, residences, etc.)

Upen successful completion of the RSEB, your electrecic records will be
updated to reflect completion of the briefinc. You may alse print a
certificate of completion for your records.

If you bel_eve you nave received this e-mail in error anc you are not
subject to Che DOE Headquarters Inmual Security Refresher reguirement,
plesse send an e-mail Lo ASRBBhg.due.yuv wilh & deteiled explanacion.
Flease include both your e-mail and phone number contact infermaticn.

ALL QUESTINNES REGARDCNG ACCESSING THE ASREB VIA THE MIS GATEWRY should
ha diracted to

ESSSupport@hg.doe.gov

A member of the ESS support team will assist you with your question
and/or problem le.g., password, pop-up blocker, Version of Plash, ekc.)
Due tea the anticipated high volume of users, all direct telephcnic
requests for asaistance o the ESS Helpdegk {301-3C3=060%) may receiwve
a delayed r such L will be # ded te
ESSSupportfhg.doe.gov for assistance.

ALL QUESYIUNS REGARDING ASRE CONTENT should be directed to

RIRBRhy, doe . gov

T TeT

TO ACCESS THE RSRE IF YOU ARE REEGISTEREN WITH THE WTS GRTRWAY:

1, Open & new internet browser session and enter --
a:f/mis.doe.gov ==
for the internet address.

Click on “Login*

Az the Login page, enter your MIS Username and NIS/ESS Password
and click en

the *authenticate Me* buttom, Tf you have not chesen your MIS
Tgername yet, uge

vour SSN as vour UserID. It will be protacted using 581
encryption during
transmigsion.

4. At the Application Gateway pege, mouge over “DOE HQ Services®
and click an the

“annual Security Refresher Briefing’ menu item.

The RSRE will first open a browser window with scme general
instruckions. A sacond browser window will autsmacically open with tae
actual brisfing.

TO ACCESS THE ASRE IP YOU ARE NOT REQISTERED WITH THE MI3 CGRTEWAY:
B Using yeur brewser, go to Internst address: https://mis.doe.gov
2. Click on the "Reguest Accesa" link.

After resding the General Information, click on the "Conzinus®
llrk at the
betton of the page.

a. Enter the requested information on the "Regusst Access® page.
(Moke: Enter

lasc nare only {no Jr., Sr., ete.) and enter saclal securizy
rumber with cr

wilhoul dashes.)

5. Click on “Regquest Access” link at the bottom of Ehe nage.

€. Fill in the requested informakion on the "Tdentiby Managemenc
Baguest Form®
including antaring yeur POR Sponsar infarmacien.

7. Click on the "I Agree’ link at the hottom of the pags.

. Yeou will ke taken to @ "Sponsor Selection Jonfirmation® page
rotifying you chat

an e-rail has been sent to your DO sponsor for his or her final
approvel, When

¥CUI BDONSOY SPProves Your request vou will receive a password
by a-mail. (Kote:

Trere may be 5 aay or more celay for Sponsor approval.) Thia
password will grantc

you access 52 tha Employee Self service applicesion, as well as
Lhe MIS Caleway

Once vou receive your pasoword by c-mail you may access the h8RE
hy utllizicg the
irctructicne sbeve for usere registered with the MIG Gatswsy.

B LA T LT L LT S T T T TR PR T P P TR R TPy YY

The Kinimur Hardwara and Software Syveten Reguirements for accasszing the
LERE wia the Internét are:

HARDWARE: EFentium 3 Compurer of Mac G, High speed inkermat conmection,
Moniter, Scund card,
Spesker, Mouse ar othar pointer device.

SOFIWARE: Macromedia Flash Flug-ins,
Explerer Browser 5.0 or above,
Nebscape MNavigator Browser 7.0 or above, Windsws 2B or above,

Mac 510,

Vergion 7.0 ar above, Internst

Office of Health, Safety and Security




CATES A,
This is to certify that

John G. Smith

Has successsfully completed the
Office of Headquarters Security Operations

Headguarters Annual Security
Refresher Briefing

Date February 8, 2007 (H S S
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Department of Energy
Annual Security Refresher Briefing
Status Summary Report

Diepartment of Energy
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