Office of Health, Safety and Security




Classified Matter Protection
and Control (CMPC) &

Information Security
Updates

Linda Ruhnow
Office of Policy, HS-71
April 2007

<

Office of Health, Safety and Security




T

Office of Health, Safety and Security




Topics to be Covered qsfas
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General DOE Policy Development

CMPC Update
BTraining
BMarking Handbook
HO & As

TSCM

OPSEC




General DOE Policy
Devel O p m ent Office of Health, Safety and Security

B Directives Management (DOE M 251.1-1B)

B Directives (Policy, Orders, Manuals & Guides)

B Types of Changes (Administrative, Page Changes.
Full Revisions)

B Type determines Track




CMPC Policy Updates qsfas
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B DOE MA470.4-4, Chg. 1, Information Security

B DOE Marking Handbook

B Policy Drilldown




DOE M 470.4-4, Chg. 1 @S%é

Information Security

Requirements for protection, handling and accountability
of Classified Removable Electronic Media (CREM) are
being changed to eliminate unnecessary resource burdens
while maintaining protection and accountability of the
media.

April 2007 — Final Page Change sent to Executive
Secretariat for Deputy Secretary review and approval.




DOE Marking Handbook @%
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B Examples of Properly Marked Documents

B Living Document

B Link to Handbook on HSS Website:

http://www.hss.doe.gov/SecPolicy

Select “Guidance Documents”



http://www.hss.doe.gov/SecPolicy

Policy Drill Down @é

Office of Health, Safety and Security

Identify national drivers.
List national requirements.
Compare to DOE policy.

Determine whether requirement is specific
or general.

Determine if all specific requirements are in
DOE policy.

Determine if all general requirements are
addressed appropriately and adequately.
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CMPC Training

Training Requirements

Relationship of CMPC
Training/Briefings to Initial Training

Current CMPC Correspondence Course




CO n t I n u ed Office of Health, Safety and Security

B CMPC-

m CMPC-lI

B CMPC POC Refresher




CMPC Q & As

Office of Health, Safety and Security

Q1: Living Documents, Working Papers and
Drafts — What is the difference?

Q2: What is the one hour rule and can it be

applied to a vault or vault-type-room?

Q3: Can there be a deviation to an Executive
Order requirement?
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CMPC Q & As

Q4: Where can | get more information on
Unclassified Controlled Nuclear Information
(UCNI), Personally Identifiable Information
(PII), and Official Use Only (OUO)?

Q5: Why was the language changed from
“training” to “training/briefings” within
CMPC?




Technical Surveillance %
Countermeasures (ﬁss
(TSCM)
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B Education

B Resources




Gss
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B OPSEC NSDD 298 Update

B OPSEC Conference & Awards
B May 7-11, 2007

B Resources
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Questions?

Overload??

More Questions? Contact:
Linda Ruhnow  (301) 903-2661
Carl Piechowski (301) 903-4053
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