SAFEGUARDS AND SECURITY AWARENESS QUALITY PANEL

The Boeing Company, Seattle, Washington

April 21, 2005
Introduction

The Safeguards and Security Awareness Quality Panel (SSAQP) met on April 21, 2005, in Seattle, Washington.  Loren Evenson, SO-10.1, Chair, called the meeting to order.  The SSAQP meeting followed a two-day workshop of the Security Awareness Special Interest Group (SASIG).  SASIG Steering Committee members who are DOE/NNSA or contractors are voting members of the SSAQP.   
Executive Summary

Review of SSAQP Charter:  
Panel members reviewed the current Charter and after discussion, proposed minor changes. 
Discussion of Issues Relevant to the S&S Awareness Program:  
Issue 1:  Requirements in Streamlined Directives 
The directives were developed to focus on “high level” program requirements without the detail found in current Manuals and Guides. The streamlined approach allows sites to implement the requirements in a way that best fits a site’s needs.  DOE O 470S and 

DOE M 47OS-1, Section K, give requirements for the S&S Awareness Program.  Major changes to the program are; 1) the training requirement for the S&S Awareness Coordinator was eliminated; 2) the appointment letter for the coordinator is no longer required; 3) the examples of supplementary activities for the program were removed.
Issue 2:  Applicability of Training Approval Program (TAP)  

TAP is applicable to S&S education and training programs.  At some sites, the S&S Awareness Program is subjected to TAP; however, awareness activity involves briefings, not education or training.  
Issue 3:  Outside Topics for Refresher Briefings

Other DOE security programs that have annual briefing/education/training requirements sometimes attempt to “piggyback” on the S&S Awareness Refresher Briefing. This action should be validated in site plans or procedures.  
SASIG Taskings:  
The SSAQP has tasked the SASIG to: 1) develop a DOE Guide for the S&S Awareness Program; 2) compile a requirements matrix of all DOE/NNSA security requirements for annual briefings/education/training; 3) develop a generic refresher briefing for off-site cleared personnel who may visit a site infrequently or not at all; 4) develop a standard Comprehensive Briefing; 5) explore liaison opportunities with other agencies that have security awareness interests and programs.  
Location for 2006 SSAQP Meeting:

The panel deferred discussion of and voting on a location for next year’s meeting to the SASIG Steering Committee (SC) meeting that follows the SSAQP.  To save on costs, the 2006 SASIG Workshop and Meeting and SSAQP Meeting will be scheduled the same week.

Membership Changes:  
Two members completed a three-year term on the SSAQP.  At the SASIG SC meeting following the SSAQP, two current members were re-elected to serve a three-year term and two new members were nominated and elected for a three-year term.  
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Discussion

Loren Evenson, SO-10.1, SSAQP Chair, welcomed attendees and called the meeting to order.  He noted that a Quality Panel serves as a forum for input from the field on DOE policy development.  In Quality Panel meetings, DOE invites representatives from sites/facilities to take part in discussion of issues and, where applicable, make recommendations for new policy.

Review of SSAQP Charter
Copies of the SSAQP Charter were distributed for review.  The proposed changes are:  
“OBJECTIVES”:  second paragraph, first sentence, change “panel” to “SSAQP”; “evaluation” to “evaluations”; and “educational and training opportunities, need for policy” to “policy and training needs”;  second sentence, change “periodically monitors”  to “monitors.”  
“CHAIRMANSHIP/MEMBERSHIP“:  second paragraph, second sentence, change “the Security Awareness Special Interest Group make” to “eligible members of the Security Awareness Special Interest Group make.”  

“RESPONSIBILITIES”:  add a new last sentence to read, “The Co-Chair will act in the absence of the Chair.”  
“VOTING PRIVILEGES”:  third sentence, change “NTC” to “NTC/CTA.”  

“MEETINGS”:  last paragraph, last sentence, change “the NTC/CTA and the ORISE SASIG Web sites” to “the ORISE SASIG Web site.”   
“MINUTES”:  second paragraph, last sentence, delete “on the National Training Center’s Central Training Academy’s Web site”; third paragraph, change “NTC” to “ORISE” and 
“NTC/CTA web site” to “SASIG Web site.”  

The SSAQP voted to adopt the charter with the proposed changes.
Discussion of Issues Relevant to the Safeguards and Security Awareness Program 

Issue 1:  Requirements in Streamlined Directives 
The initiative for streamlined Safeguards and Security (S&S) directives began two years ago with a goal of consolidating current S&S directives into one Order and seven Manuals.  The directives reflect requirements based on Executive Orders and regulations.  They were developed to focus on “high level” program requirements and do not include the detail found in current Orders and Manuals. The streamlined approach will allow sites to implement the requirements in a way that best fits a site’s needs.  

DOE O 470S and DOE M 470S-1, Section K, give requirements for the S&S Awareness Program.  Major changes to program are:
· Training requirement for the S&S Awareness Coordinator has been eliminated, although sites can direct people to take a particular course.  At the January 2005 meeting of the SSAQP, it was pointed out that sites will be evaluated on performance.  
· Appointment letter for an S&S Awareness Coordinator is no longer a requirement, but local procedures can require this.

· Examples of supplementary activities for the S&S Awareness Program were removed.

Comments on the revised draft directives are still being received by Headquarters; however, the directives are in final stages of review and will be technically edited by SO.  Notification will be provided through the SASIG when the directives are finalized.  
Click here to see an overview of the streamlined S&S directives.

Issue 2:  Applicability of Training Approval Program (TAP)  
The scope of TAP is not well-defined as to what the program covers.  The S&S Awareness Program is sometimes subjected to TAP; however, awareness activity involves briefings, not training.  The TAP Program Director in SO-10.3 may be able to help us when an attempt is made to subject a site’s awareness program to TAP.  We can help ourselves by avoiding the phrases “security education” and “security training” when we mean “security awareness.” 
Issue 3:  Outside Topics for Refresher Briefings
Our directive specifies topics for our Refresher Briefings, and we are not required to include other topics unless there is a local requirement to do so.  Other programs that have annual briefing/education/training requirements sometimes look to the Awareness Program’s annual Refresher Briefing to meet their requirements.  If sites attempt to “piggyback” on the Refresher Briefing, this action should be validated in procedures or site plans, and the new topics should be the subject of an agreement that specifies who provides the briefing material, how much material will be provided, and when it will be provided.  
We discussed having a matrix of the various program requirements for annual employee training or briefings.  This would give us a better idea of the scope of topics that are required to be covered annually, and may be useful in the prevention of duplication of information and in considering whether to agree to incorporate another program’s requirements into our Refresher Briefing.  The handling of the integration of another program’s briefing requirements must be dealt with on a site basis.  
Other Issues

In addition to DOE program requirements, NNSA sites must consider NNSA Policy Letters, called “NAPs.”  The NNSA, a semi-autonomous agency, uses NAPs to amend or supplement DOE directives.  We will monitor NAPs and alert Awareness Coordinators through the SASIG when they impact the Awareness Program.   
Taskings for the SASIG 
Task 1:  DOE Guide for Safeguards and Security Awareness
Some of the awareness program requirements have been deleted by streamlining; however, we can address these topics and provide guidance on the surviving requirements in a DOE Guide.  After finding that guidance for program development and implementation would be valuable to sites, the SSAQP recommends developing a DOE Guide for the S&S Awareness Program.  
Advantages of a Guide are:
· content carries more weight because Guide is an official document 
· offers chance to keep topics of deleted requirements alive

· validity is not open to question

· guidance is easy to find/access  
Disadvantages of a Guide are:
· no control over Guide’s format
· not as much control over content 
· slower publication process
· more cumbersome revision process 

Contents considerations:

· most importantly, recast the requirements deleted by streamlining as guidance
· consider each requirement and provide guidance on its implementation
· review all SASIG publications, such as the S&S Awareness Handbook,  and copy or extract portions
· review other-agency publications to insure comprehensiveness
Task 2:  Refresher Requirements Matrix
DOE/NNSA security program requirements for annual employee training or briefings will be compiled into a matrix.  Coordinators would use this matrix to become aware of what other programs require in order to avoid duplication of briefing content and to make informed decisions if asked to cover another program’s refresher topics.  
Task 3:  Generic Refresher Briefing
The 2004 SASIG Workshop included a group activity that focused on planning a generic refresher briefing for off-site personnel with access authorizations who visit a site infrequently or not at all.  There was not time to complete this activity at the workshop.  A special task group will be formed to build on the work done to develop a generic refresher briefing that would also allow for site-specific information.  

Task 4:  Standard Comprehensive Briefing
In conjunction with Task 3, the same task group will be asked to develop a generic Comprehensive Briefing to be made available for downloading on the SASIG Web site.  
Task 5:  Outreach to Other Agencies
The SSAQP will request the SASIG to explore liaisons with other agencies that have security awareness programs and interests.  Partnering would be mutually beneficial and would further a goal of sharing awareness resources.   
2006 Meeting Location

For cost considerations, the 2006 SSAQP Meeting will be scheduled the same week as the 2006 SASIG Workshop and Steering Committee Meeting.  A preferred location is a site with a conference room with media support, and accommodations for a classified presentation, if such a presentation is desired.  Site management must agree to host the workshop and meetings.  The SSAQP voted to defer to the SASIG Steering Committee, which decided on the Savannah River Site.  

Membership Changes
Nomination and election of SSAQP voting members (SASIG SC members who are DOE/NNSA or contractors) took place during the Steering Committee meeting that followed the SSAQP Meeting.  

Two members completed three-year terms on the SSAQP:

· Clarice Bruce, RFETS
· Tina Hartley, SRS
Two members were re-elected for three-year terms:
· Kristine Inskeep, INL
· Kent Oelrich, LLNL
Two new members were elected for three-year terms:

· Gloria de Boer, Brookhaven Nat’l Laboratory
· Joyce Jenks, Idaho Operations
Adjournment
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