SAFEGUARDS AND SECURITY AWARENESS QUALITY PANEL

Hotel InterContinental, New Orleans, Louisiana

April 15, 2004
Introduction

The Safeguards and Security Awareness Quality Panel (SSAQP) met on April 15, 2004, in New Orleans, Louisiana.  Loren Evenson, SO-10.1, Chair, called the meeting to order. The SSAQP followed a two-day workshop of the Security Awareness Special Interest Group (SASIG).  SASIG Steering Committee members make up the core of the SSAQP.   
Executive Summary

Review of SSAQP Charter:  Panel members reviewed the current Charter and after discussion, proposed minor changes. 
Issues Relevant to the S&S Awareness Program:  The SSAQP discussed the draft streamlined DOE directives that are soon to be released for review and comment.  The draft directive that contains the S&S Awareness Program provisions omits the requirements to formally designate a Security Awareness Coordinator (SAC) and for SAC training.  These proposed changes generated much discussion and concern that the status and funding for the Program would diminish at some sites.  Another issue brought before the SSAQP was whether the Refresher Briefing should be required to incorporate any relevant Safeguards and Security requirements issued since the last briefing.  The SSAQP recommended alerting employees on new requirements as they are issued, and if that is done, the requirements would not have to be repeated in the annual Refresher Briefing.  
Review of S&S Awareness Coordinators Training:  The SSAQP had requested the SASIG to survey Coordinators several months after they completed the 2003 presentation of CTA-110, Safeguards and Security Awareness Coordinator Training course, to determine if the course had met their on-the-job needs.  SSAQP members were given copies of the completed surveys along with a compilation of the responses, which expressed great satisfaction with the course as it is.   Further discussion of the survey will take place in the next SASIG conference call.  The SSAQP also completed a Functional Analysis of the Security Awareness Coordinator position that was developed by NTC/CTA.  The results will be used to verify and update the Safeguards and Security Awareness Coordinator Training course.  
SASIG Taskings:  The SSAQP tasked the SASIG to:  1) pursue development of a generic Refresher Briefing for cleared off-site personnel who may visit a site infrequently, 2) update the Safeguards and Security Awareness Handbook with new directives before the 2004 Safeguards and Security Awareness Coordinator Training course, 3) update the Safeguards and Security Awareness Handbook to incorporate the streamlined directives when published, and 4) review and comment on the draft revised OA Personnel Security Inspectors Guide, Section 4, “Safeguards and Security Awareness Program.” 

Location for 2005 SSAQP:  Five sites were nominated:  Seattle, Las Vegas, Chicago, Washington, D.C. and Albuquerque.  SSAQP members voted in favor of Seattle, with a date to be determined.  To save on costs, the 2005 SASIG Workshop and Steering Committee Meeting will be scheduled the same week.

Membership Change: The SSAQP accepted the resignation of one member.  Three current members were re-elected to three-year terms on the SSAQP.
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Meeting Agenda

Welcome and Call to Order 

Review of SSAQP Charter

Discussion of Issues Relevant to the Safeguards and Security Awareness Program
Review of Safeguards and Security Awareness Coordinators Training 
Taskings for the SASIG 

Location for 2005 SSAQP

Adjournment

Discussion

Loren Evenson, SO-10.1, Chair, called the business meeting to order.  In opening remarks, he talked about the difference between a Special Interest Group (such as the SASIG) and a Quality Panel.  A special interest group serves to facilitate sharing of resources among members and offers opportunities, such as a workshop, to hear about new policy and program initiatives.  A Quality Panel serves as a forum for input from the field on DOE policy development.  DOE has at times had difficulty in getting directives passed, and the Quality Panel provides a means by which representatives from the field and other programs can discuss and make recommendations on new policy.
Review of SSAQP Charter
Copies of the SSAQP Charter were distributed for review.  The proposed changes are:  
TERMINOLOGY:  Throughout the Charter, the following changes should be made:

References to “Director, Safeguards and Security Policy” should be changed to “Director, Office of Safeguards and Security Policy and Classification Management.”    

References to “Security Education Special Interest Group (SE SIG) should be changed to “Security Awareness Special Interest Group (SASIG).”  

References to “Nonproliferation and National Security Institute (NNSI)” should be changed to “National Training Center (NTC)” to reflect new name.  

Except in the first sentence, references to “DOE” should be changed to “DOE/NNSA.”

References to the other organizations were verified and do not need to be changed.  
“LINES OF COMMUNICATION”:  first sentence, begin sentence with the words, “as necessary”; second sentence, delete the words “any of”; third sentence, add word “monthly” to “conference calls, e-mail, and memoranda.”  

 “DELIVERABLES”:  reword last part of sentence to read, “…and recommend process improvements and other courses of action.”

“ISSUES RESOLUTION”:  first sentence, remove parentheses from word “above.”  

“MEETINGS”:  first sentence, delete “in a joint meeting with the SASIG Steering Committee to take place…”; move entire third paragraph to the next section, MINUTES. 

The SSAQP voted to adopt the charter with the proposed changes.
Discussion of Issues Relevant to the Safeguards and Security Awareness Program 

Issue 1:  Streamlined Directives Affecting S&S Awareness
The SSAQP discussed the draft streamlined directives that are to be released for review and comment in the near future. The existing Safeguards and Security Program directives are being condensed into a single S&S Order with six topical Manuals and one reference Manual.  Where possible, new requirements are kept to a minimum, and many old requirements are deleted to avoid micromanaging implementation.   
The S&S Awareness Program requirements for sites to formally designate a Security Awareness Coordinator (SAC) and for the SAC to complete relevant CTA training are deleted.  These proposed changes generated much discussion and concern.
Discussion
The group noted that even if training is not going to be mandatory, the responsibility to know how to do a job is critical to the success of any S&S program; however, without DOE directive requirements, it is likely that at least some sites will not provide the funds for CTA training.  Without a formal designation, there is even less assurance that sites will implement the measures necessary to ensure a sound and responsible S&S Awareness Program.  It was noted that NNSA also has authority to issue requirements and may fill any void or shortcoming caused by the revised DOE directives.   
An additional concern is that program managers may not fund activities, such as attending an SASIG workshop, if some program requirements go away.  There was the sense that as requirements are removed the directives, the less important the SAC and S&S Awareness Program become.  However, the group understands that the SAC function would remain regardless of title of person responsible for the briefings.  
It was noted that DOE directives expand and contract over time.  The streamlined DOE directives are still in draft and open to comment.  Everyone was encouraged to read all the draft directives, but specifically to review and comment on the revised S&S Awareness Program provisions in DOE O 470.S and DOE M 470.S-1.  They will not be on RevCOM, but instructions for reviewing and commenting will be available on RevCOM.  Copies of the draft streamlined directives will be provided to selected site personnel.  The SSAQP provide instructions through the SASIG for persons in the field who want to comment on the draft directives.  There will be a 60-day period for comment.  
A motion was made and seconded to encourage comment on the removing of the training requirement.  The motion passed unanimously.
Issue 2:  Scope of Refresher Briefing

Should sites be required to include in Refresher Briefings requirements issued since the last briefing? 
Discussion:

The Panel recommended alerting employees to new requirements as they are issued, and if that is done, the requirements would not have to be repeated in the annual Refresher Briefing.  
Review of Safeguards and Security Awareness Coordinators Training

The SSAQP periodically monitors and reviews the S&S Awareness Coordinators Training provided by the NTC/CTA.   Specifically, the SSAQP reviews the design, development, implementation, and revision of the course and makes recommendations on training issues.  A Special Task Group from the SASIG assisted in the review of course materials and lessons plans for the July 2003 course.  Training accomplishments include:

· surveying students several months after completing the July 2003 S&S Awareness Training Course, and

· participating in an updated Job/Task Analysis for S&S Awareness Coordinators Training
The survey was developed by an SASIG Special Task Group primarily to determine if the course had met the Coordinators’ on-the-job needs.  An analysis of the 11 responses and copies of the responses were handed out for review.  SSAQP members were asked to review the responses and discuss on a future SASIG conference call.  At this time, the SSAQP had no specific recommendations based on the survey, but would support similar surveys in the future, either by CTA or SASIG.
The first functional analysis for the Security Awareness Coordinator was developed in January 1994.  It listed duties, tasks, and subtasks associated with the Coordinator position.  SSAQP members were asked to answer questions on a revised functional analysis survey to determine whether the job of a Coordinator has changed.  Rob Ambrose, instructor for the NTC/CTA course, discussed the survey and collected responses to questions.  CTA will compile the results and use these to update the functional analysis that is the basis for the Safeguards and Security Awareness Coordinator Training course.  
Taskings for the SASIG 
· Task 1:  Development of a Generic Refresher Briefing

Attendees of the SASIG Workshop took part in a group activity to develop a generic refresher briefing for cleared off-site personnel who may visit a site infrequently.  Kaye Hall directed this small group activity and will compile 
results with the assistance of Ann Marie Griego.  A Special Task Group will be appointed to complete the generic briefing, which will be posted on the SASIG Website.  
· Tasks 2 and 3:  Safeguards and Security Awareness Handbook Revision

This handbook, issued in February 2001 and revised in June 2003, serves as a reference for Security Awareness Coordinators.   The handbook will be updated prior to the 2004 Safeguards and Security Awareness Coordinator Training course.  In addition, a Special Task Group will be appointed to review and update the entire Handbook after the streamlined directives are published.  The handbook is posted at http://www.orau.gov/sa.
· Task 4:  Review of Revised OA Personnel Security Inspectors Guide

In 2003, a Special Task Group of the SASIG completed a review of Section 4, “S&S Awareness Program,” in the OA Personnel Security Guide, issued in July 2000.   The section had been written as though the program was “training” and not “awareness.”  Also, the Guide cited only two references:  DOE O 470.1 and outdated NSDD-197.  OA is now reviewing the entire Guide.  The SSAQP will task the SASIG to review and comment on the draft revised Guide.   
In addition to the above taskings, the CMPC representative to the SSAQP requested input from anyone in the Security Awareness community who may have recommendations on improvements to CMPC directives.   
Location for 2004 SSAQP

The group discussed a location for the 2005 SSAQP meeting.   Five sites were nominated:  Seattle, WA, Las Vegas, NV, Chicago, IL, Washington, D.C. and Albuquerque, NM.   Following a discussion of each location, including per diem costs, the SSAQP voted to have the next SSAQP in Seattle.  The meeting will be held in conjunction with the 2005 SASIG Workshop and Steering Committee Meeting.  We will work to schedule these events in the month of April.    

Membership Changes
Current members re-elected to the SSAQP for a three-year term are:

· Cindy Farinholt, Nevada Site

· Jeanette Lee, Kansas City Plant

· Wayne Morris, Nevada Site

Adjournment

