SAFEGUARDS AND SECURITY AWARENESS QUALITY PANEL

SE SIG STEERING COMMITTEE

MINUTES

April 11, 2002

Introduction

The Safeguards and Security Awareness Quality Panel (SSAQP) and the Steering Committee (SC) of the Security Education Special Interest Group (SE SIG) held a joint meeting on Wednesday, April 11, 2002, at the Nevada Operations Office, Las Vegas.  The meeting followed a two-day SE SIG Workshop.  SC members make up the core of the SSAQP. 

Executive Summary

SSAQP members reviewed the SSAQP Charter, which had been drafted to conform to the Office of Safeguards and Security Quality Panel Guidelines of 4-4-00.  Further changes were proposed, and following discussion, the members voted to adopt the charter as revised.  The group also reviewed and made recommendations for changes to the SC Charter.   Four new SSAQP/SC members were elected to membership for a three-year term.  Membership is based on the individual's contributions to the SE SIG.   Loren Evenson, SO-112, was nominated and elected Chair of the SSAQP for a term of three years.

The panel discussed the status of DOE O 470.1X and DOE M 470.1-X.   The draft of the revised Order is expected to be on RevCom this summer.  The Field Management Council Secretariat approved the Manual and it is awaiting final editing by ME.  

A review of regulations, Executive directives, and DOE or other agency directives disclosed 17 requirements that may be relevant, but are not addressed in the current or draft DOE Safeguards and Security Awareness Program directives.  Each requirement was presented, and the issues of whether the requirement was relevant and, if so, how it should be handled were discussed.  The SSAQP recommended the following:  four of the requirements are currently being met and do not require a directive, three should be addressed in future revisions of Safeguards and Security Awareness Program directives, five should be addressed in Personnel Security or Counterintelligence directives, and five should be further researched and discussed on a conference call before a decision on action is made. 

The Nonproliferation and National Security Institute (NNSI) requested input from the SSAQP/SC on topics for the 2003 Safeguards and Security Awareness Refresher Briefing.  The SC will be asking for volunteers to serve on this task force.  A task force will also be formed to advise the NNSI on the curriculum for the Security Awareness Coordinators training at the Safeguards and Security Central Training Academy (CTA).  

An upcoming project for the SSAQP/SC is a revision of a 1992 SE SIG document, A System for Gaining Management Support for Your Security Education Program.   The SSAQP Chair has tasked the SC to review a final draft and provide comment.  Other initiatives discussed include developing a resource library and becoming more involved with the Integrated Safeguards and Security Management (ISSM) process.   
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Meeting Agenda

Welcome and Call to Order

Review of Charters:  SSAQP and SE SIG Steering Committee

Nomination and Election of SSAQP/SC Members

Status of DOE O 470.1X and DOE M 470.1-X

Safeguards and Security Awareness Program Requirements and Issues

Evaluation of 2002 SE SIG Workshop

Planning for 2003 SE SIG Workshop and SSAQP/SC Meeting

NNSI Awareness Training and Briefing Initiatives 

Initiatives for SE SIG - Special Projects

Adjournment

Discussion

Valerie Anderson, SE SIG Coordinator, opened the meeting.   Rob Ambrose, Co-Chair of the SSAQP and member of the SE SIG SC, also welcomed the group on behalf of the SE SIG and SSAQP.

Review of Charters

Copies of the proposed revised SSAQP Charter were distributed for review.  The charter follows the guidelines issued on 4-4-00 by the OSS Executive Committee Quality Panel.  The following major changes were recommended and adopted: 

· Lines of Communication:  The SSAQP will report through its Chair to the Personnel Security Quality Panel Chair, the Executive Committee (Executive Quality Panel), the Training Manager's Quality Panel, and the Director, Security Policy Staff.  

· Chairmanship/Membership:  The SSAQP is comprised of a Chair, Co-Chair, and designated members.  The Chair and Co-Chair are open to any Federal or contractor member, are elected by the membership for a three-year term, ending in staggered years, and are eligible for re-election.  The SSAQP membership is made up of Federal and contractor representatives from diverse sites. 

· Tasking:  SSAQP tasking is directed in accordance with Lines of Communication above.  The SSAQP communicates any tasking to the SE SIG for accomplishment.  

The SE SIG Coordinator provided a copy of the SE SIG SC Charter.  The SE SIG was established in 1985 under the Training Resources and Data Exchange (TRADE) organization of the Oak Ridge Institute for Science and Education (ORISE).  The major change recommended and adopted is that at-large members are elected for a term of three years.  Members are eligible for re-election.  

Nomination and Election of New SSAQP/SC Members

Five candidates were nominated for the SSAQP/SC.  Each had submitted an application stating why he/she wanted to be a member and listing participation in SSAQP/SC activities, including the annual workshop, monthly conference calls, and any special task groups.  In addition, each application included a letter of support from the candidate’s manager. 

After discussion, the following new members were elected for a three-year term by unanimous vote of the SC: 

· Clarice Bruce, RFETS

· Tina Hartley, SRS

· Kristine Inskeep, INEEL

· Kent Oelrich, LLNL

The SC Chair, Marvin Thompson, will end his term next year.  The SC was asked to begin thinking about candidates for Chair.  Election will take place at our 2003 meeting.

Of two nominees for Chair of the SSAQP, Loren Evenson was elected for a three-year term.  Rob Ambrose will continue as Co-Chair (term will end in 2004).  
Status of DOE O 470.1X and DOE M 470.1-X

The SSAQP discussed the status of DOE O 470.1X and DOE M 470.1-X.  The draft of the revised Order is in the final stages of completion and is expected to be on RevCom this summer. The Field Management Council Secretariat has approved the Manual, which should be published after editing.  When the Manual is issued, the Safeguards and Security Awareness Program will be operating under two directives (Order and Manual).  

Safeguards and Security Awareness Program Requirements and Issues

Issue:  Facility Management Contractor (FMC) "Applicability" Requirement

The CRD applies only to facility management contracts and does not apply to contractors outside an FMC.  However, most sites have a process to include directives in all appropriate contracts.  The contracting officer can choose to incorporate a directive in a contract and include the directive in all contracts and subcontracts.   In the interest of time, it was not recommended to change the section in the Manual, which is in final stage of approval and issuance.  

Issues from E.O. 12968, "Access to Classified Information"  

Section 1.5(b) requires cleared personnel be informed of sources of assistance for questions about financial, mental, and drug matters.  How is this being met by DOE's awareness program?   Sites with EAP programs can provide guidance through HR.  It is important for cleared people to know that if they have a problem, assistance is available.  Recommend that this be included as a requirement in the Manual for the Comprehensive Briefing.

Section 6.2(a)(3) requires cleared personnel to report violations of security regulations. Recommend this be addressed in the Incidents Report Order (currently in draft).  Uncleared personnel will get this information through ISSM and in other briefings.

Section 6.2(b) "encourages" employees to report information on another employee's continued eligibility for access to classified.  Recommend this issue be included in Personnel Security Manual or Order.  The Order requires supervisors and managers to report such information, but does not address employees. 

Issues from Presidential Decision Directive 12, "Security Awareness and Reporting of Foreign Contacts"

PPD 12 requires that employees be highly aware of threat to sensitive and proprietary information.   Do Safeguards and Security directives adequately cover sensitive and proprietary information?   This probably should be a local and site-specific issue until DOE issues some rules and regulations.   General Counsel has not defined it.   This item is being addressed in OPSEC and other briefings, such as CI. 

PPD 12 requires that employees be highly aware of threat from deliberate disclosures by cleared personnel.  Recommend consideration of tying this requirement into E. O. 12968, 6.2(b).

PPD 12 requires cleared employees report contact with known or suspected intelligence officers from another country.  Recommend that CI be requested to address this requirement. 

Issue from 32 CFR 2003.20, "Classified Nondisclosure Agreement"

Section 2003.20(e) makes the use of Security Debriefing Acknowledgement portion of SF-312 optional.   DOE does not explicitly address it, but does require use of its Termination Statement.  Action:  Read both documents and compare the Termination Statement with the Debriefing Statement in SF-312; then address issue in future conference call.  

Issues from 32 CFR 2001, "Classified NSI," Subpart D, "Security Education and Training"

Section 2001.40(d) requires retention of records about "programs it has offered," not just employee participation.  Action:  Check records schedule requirements and address issue on conference call. 

Section 2001.41(b) suggests responsibilities of managers and POCs for security questions be addressed in Comprehensive Briefings.   Consensus:  This is probably being included in the briefings.   Recommend that it not be included in any directive.   

Section 2001.41(d) suggests addressing in Refresher Briefings any issues or concerns identified during self-inspections.  Consensus:  This is currently being done by the sites.  No need to address in a directive.

Issues from DoD 5220.22-M, NISPOM

Section 3-105 requires "employee's and witness' signatures must bear the same date" on SF-312.  Recommend adding to Manual.  

Section 3-105 also requires contractors to forward the SF-312s to DOE.  Recommend consider amending the language which allows contractors to retain the SF-312 until employee terminates before sending to the cognizant DOE office. 

Section 3-106 requires "security procedures and duties applicable to the employee's job" be included in the Comprehensive Briefing.  Consensus:  The job-specific or area requirements briefing needs to be put into the Manual.  Supervisors or managers should give this briefing.  The job-specific briefing is not currently a Manual requirement.  The CMPC requirement for training would not ensure coverage.  

Section 3-107 requires Refresher Briefings include changes in security regulations.  Consensus:  This requirement is normally covered in briefings and does not need to be addressed in a directive.   

Section 3-107 also requires records about Refresher Briefing program.  Consensus:  Address in future conference call along with 32 CFR 2001.40(d).

Section 3-108 requires contractor employees receive a Termination Briefing when access authorizations are suspended.  Consensus:  Address in future conference call. 

Issue from Richardson memo, "Implementation of Required Annual Counterintelligence Awareness Briefings"  

Requires CI-specific awareness briefing for all employees.  It is not currently required to be part of the Initial Briefing.  Could address the requirement either through ISSM or Awareness programs.  Recommend CI address this.   

Evaluation of the 2002 Workshop

Comments from workshop participants who filled out evaluation sheets indicated that the Tools of the TRADE presentations by the various sites were very helpful to their jobs.    Overall, the workshop received high marks. 

Planning for 2003 SE SIG Workshop and SSAQP/SC Meeting

The group discussed a location for the 2003 SE SIG Workshop and SSAQP/SC Meeting.   Sites nominated were: Seattle, Chicago, Atlanta, New Orleans, Albuquerque, and Denver.  After a discussion of each city, a vote was taken to hold the meeting in Atlanta.  The SE SIG will contact downtown hotels and get available dates for room blocks for late March/April 2003.  

NNSI Awareness Training and Briefing Initiatives

Rob Ambrose discussed the 2003 Safeguards and Security Awareness Refresher Briefing and asked for input from the SSAQP/SC on topics to cover.  A special task force of the SC will be formed to provide recommendations.  Rob also asked for volunteers to serve on a committee to assess the curriculum for the Security Awareness Coordinators training at NNSI’s CTA.  We will bring this up on a future conference call.
Initiatives for the SE SIG - Special Projects

A project for the SSAQP/SC is a revision of a 1992 SE SIG document, A System for Gaining Management Support for Your Security Education Program.   The SSAQP Chair has tasked the SC to review a final draft of the document and provide comment.  The revision will be handled via conference call and e-mail to the SE SIG Coordinator.   Other initiatives include developing a resource library and becoming involved with the Integrated Safeguards and Security Management (ISSM) process.  The group also expressed interest in making briefing materials and products developed by individual sites available to all sites.  Products could be posted on a Web site.  

Valerie Anderson asked for discussion on changing the current logo and name for the SIG.  The SIG promotes implementation of the DOE Safeguards and Security Awareness Program.  The consensus right now is to keep the name "Education" as we are security educators.  However, this topic can be addressed on a future conference call if anyone has proposals for a new name.  With a national focus on security awareness, there is opportunity for the SE SIG to reach out to various security organizations, including other Federal agencies’ awareness programs.  We should work to identify and build relationships to promote security awareness concerns.

Location of Next Meeting

SSAQP:  Atlanta, Georgia, Spring 2003 (date TBD)

SE SIG Steering Committee:  Conference calls on third Wednesday of the month at 1:00 p.m. Eastern time.

