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Integrating Security into Emergency 
Management

• Hanford Incident Command System (ICS)

• Unified Incident Command System

• Tactical Support Group 

• Emergency Management Training

• Security EP Drills and Exercises



Hanford Incident Command System

An integrated emergency management
system with clearly defined responsibilities 
and communication pathways  that allows
assigned and trained individuals to jointly 
determine and implement incident mitigation 
strategies



Hanford Incident Command System

• Hanford ICS mirrors the nationally recognized ICS model

• Structure provides for graded approach for emergency 
management based on needs of the event

• Integrates Hanford Patrol and Hanford Fire Department 
with the Facility Emergency Response Organization

• The senior responding Hanford Fire Department Officer will 
be the Incident Commander for non-security events
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Unified Incident Command System

Unified Command established for security events

– Hanford Patrol maintains control of security related 
concerns

– Hanford Fire Department maintains control of fire, 
medical, and hazardous material concerns

– Integration of Tactical Support Group



Unified Incident Command System

Tactical Support Group (TSG)
– The TSG is a modular organization designed to matrix 

to and support the Hanford Patrol Incident Commander 
during a security emergency.  

– The TSG supports the Incident Command Post (ICP) by 
gathering and managing information, and by developing 
and coordinating tactical options that may be exercised 
by the Incident Commander.



Tactical Support Group

 
 
 

 
 
 
 

 
 

• Crisis Negotiation Team 
• Special Response Team Plans 
• Information Staff 
• Support Staff 
• LLEA Representative 

 
 
 
 
 
 

• Communication Bridge 
• Protective Action Implementation 

(Crash Alarms & Alert Sirens) 

 
 
 
 

 
• Security Police Officer Field Units 
• Special Response Team Field Units 
• K-9 Units 
• Access Control Points 
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Emergency Management Training

Initial Hanford Incident Command System Training
– Initial Assessment
– ERO roles and responsibilities
– Emergency classifications and notifications
– Pre-planned protective actions

Hanford Incident Command System 
Annual Refresher Training



Security EP Exercises

Rolling Thunder  February 2000
• Armed intruder/hostage scenario

Silent Fury Tabletop March 2000
Bold Endeavor June 2000
• WMD/hostage scenario

2001 4th Quarter Exercise September 2001
• Armed intruder/ hostage scenario



Security EP Exercises

Security Tabletop 2003 
• ICP Issues

– Command post separation 
– Management of sensitive/classified information
– Integration of Derivative Classifier
– Pre-planned protective actions during security events

• EOC Issues
– Management of sensitive/classified information 
– Distribution of emergency public information
– Integration of Derivative Classifier/Classification Officer



Security EP Drills and Exercises

• Need for Security EP Specialist 

• Post September 11, 2001 – Impacts on  
security EP drills and exercises

• Integrate EP and Protective Force Exercise



Security EP Drills and Exercises

Planning Barriers for Force-on-Force EP 
Exercise

• Classification Issues
• Resources 

– Manpower
– Equipment

• Planning


