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Non-Invasive, Automated Screening 
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Concealed Information Test (CIT) 

 An interviewing method for 
determining whether someone 
is hiding their knowledge of 
something 

 

 Interviewer asks 3-5 Multiple 
Choice Questions 

– Yes/No or Repeat-After-Me 
responses 

– Looks for significant 
psychophysiological changes 
during presentation of the 
significant option: 
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• Skin Conductance • Pulse 

• Respiration • Response Time 



Why the CIT for Screening? 

 Valid 

 

 Short 

 

 Easily Automated 

 

 Compares the individual 

only to himself 
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Automated Movement Detection 
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Individuals With Guilty Knowledge 
Try To Move Less 

“If you are the 

person who stole 

the ring, you moved 

an object in the 

desk drawer to 

locate the cash box 

containing the ring.  

Repeat after me 

these objects:” 

• Notepad 

• Telephone book 

• Woman’s sweater  

• Laptop bag 

• Tissue box 

• Brown purse 



Individuals With Guilty Knowledge 
Try To Move Less 
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“If you are the 

person who 

stole the ring, 

you know what 

type of ring it 

was.  Repeat 

after me these 

types of rings:” 

 
• Emerald ring 

• Turquoise ring 

• Amethyst ring 

• Diamond ring 

• Ruby ring 

• Gold ring 



Designing A Rapid Screening CIT 

 Found Potential In: 

– Body Movement 

– Vocalic Attributes 

– Cardiorespiratory fluctuations 

 

 Another possibility: 

– Oculomotor (eye behavior) 
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Oculomotor Indicators of Concealed 
Information 

 Already being done!  

– in Marketing  

– in HCI 

 

 …but not in security 

– Can it betray guilty 

knowledge and/or 

concealed 

intentions? 
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A Work In Progress 

 70-80% prediction accuracy for 
body movement and eye 
movement individually 

 Next Steps: 

– Fusion 

– Include Vocalic and 
Cardiorespiratory Cues 

– Field Testing at US-Mexico 
Border 

 Challenges: 

– Simultaneous Measurement 

– Near-real-time assessments 

– Public Opinion? 
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