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Non-Invasive, Automated Screening




Concealed Information Test (CIT)

= An interviewing method for
determining whether someone
is hiding their knowledge of
something

= [nterviewer asks 3-5 Multiple
Choice Questions

— Yes/No or Repeat-After-Me
responses

— Looks for significant
psychophysiological changes
during presentation of the
significant option:

e Skin Conductance -+ Pulse

* Respiration  Response Time




Why the CIT for Screening?

Valid
Short
Easily Automated

Compares the individual
only to himself




Automated Movement Detection




Individuals With Guilty Knowledge
Try To Move Less

o HEIETaT “If you are the
b O Irrelevant person who stole

the ring, you moved
an object in the
5 i desk drawer to
locate the cash box
] containing the ring.
AL Repeat after me
these objects:”

O Notepad
1 Telephone book
O Woman’s sweater
O Laptop bag
© 1 ™ Tissue box
O Brown purse

Right Hand Movement Std. Score

Innocent Guilty
Condition




Individuals With Guilty Knowledge
Try To Move Less

S m Relevant —+

O Irrelevant If you are the

_ person who

2 =T stole the ring,
- -: you know what
=1 E— type of ring it
was. Repeat

2 i after me these
types of rings:”

= Emerald ring
1 Turquoise ring
O Amethyst ring
2 ® Diamond ring
& Ruby ring

U Gold ring

Right Hand Movement Std. Score
0.3
|

-0.4

-0.5
|

Innocent _Guilty
Condition




Desighing A Rapid Screening CIT

= Found Potential In:
— Body Movement
— Vocalic Attributes
— Cardiorespiratory fluctuations

= Another possibility:
— Oculomotor (eye behavior)




Oculomotor Indicators of Concealed
Information

= Already being done!
— in Marketing
— in HCI

= _..but not in security

— Can it betray guilty
knowledge and/or
concealed
intentions?
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You will construct the device prured sbove ynng rre materials provided Afrer s
SLIEETSL you will Geliver the devece 10 the man prtures below Be sure you go
other person

Folk e steps below » exacl order 1y reglicate tre €
Materials list:

* Ppe ®  Setch
e  Timer *  Battery

1. Orient the switch 40 the “1° 5 on the bottum Famiy attach the seect 1o the loft h
WA WO 2P Tt Make sure e back of the seetcr S presied aganst re ahite piece ¢
aTtached to the prpe. Make sure YOU G0Nt rewe e suite h moduie by gHten

2. Attach the 9V bemtery to the v Battery corrw s

3. Attach the Vekrg un @ W hattery tc e P s0ve the swit
sure the (OnNectong on the Battery aoe Secng 10 the loft (autwerr

TNt the Umer Se $he 4 St numters av ot the bottom

® Veicro on the back of the fimer onte the Dieck Velcro or
metal prpe. Foution the nght edge of the tmer flush wies tre
inude edge of the gipe ap

5. Clip the red aligutor Sh coming out of the end of the prpe o
the red wire comung out of the timwer as showr above Do
34mME with the black ciip

€ (:-vthewemmmqmm»m e ted
WITR Commg e She left Nite of the timer a3 shows . e
prture above. D0 the semw with the back aligator ci
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omeland Security
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Digtal Systams




Knives

Bombs

Handguns

299>

Drugs







A Work In Progress

= 70-80% prediction accuracy for I
body movement and eye l{ !
movement individually i J |'l| M\,

= Next Steps: ‘* L ' 'i ' J

— Fusion

— Include Vocalic and
Cardiorespiratory Cues

— Field Testing at US-Mexico
Border
= Challenges:
— Simultaneous Measurement i 1
— Near-real-time assessments U VAN WAT
— Public Opinion?
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