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The Requirements
Are Specified in Policy:
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It is the policy of the United States to protect the agriculture and food
system from terrorist attacks, major disasters, and other emergencies
by:

(a) identifying and prioritizing sector-critical infrastructure and key
resources for establishing protection requirements;

HSPD 18

It is not presently feasible to develop and stockpile medical
countermeasures against every possible threat. . . This directive . . . to
ensure that our Nation's medical countermeasure research,
development, and acquisition efforts:

(a) Target threats that have potential for catastrophic impact on our public health and are subject to medical mitigation;
(b) Yield a rapidly deployable and flexible capability to address both existing and evolving threats;

(c) Are part of an integrated WMD consequence management approach
informed by current risk assessments of threats, vulnerabilities, and
capabilities; and

(d) Include the development of effective, feasible, and pragmatic concepts of
operation for responding to and recovering from an attack.




Goal of Risk Assessment

For each defined threat, determine the range of possible
consequences of terrorist attacks

Threat - Estimates of probabilities (or frequencies) of adversary
acquisition, production, and dissemination of an agent.

Vulnerabilit — Likelihood of success given an attack.

Conseuence - Estimated impact of terrorism events involving
the agent.
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Goal of Risk Management

For each defined threat, determine the range of possible
consequences of terrorist attacks and optimal
approaches to their mitigation

Threat - Estimates of probabilities (or frequencies) of adversary
acquisition, production, and dissemination of an agent.

Vulnerabilit — Likelihood of success given an attack.

Conseuence - Estimated impact of terrorism events involving
the agent.

Mitiatio — Appropriate locations and actions to reduce the
consequence.
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Many Disparate Factors Contribute
to the Potential Consequences

Characteristics of the Food Product
Vulnerability — points of contamination
Volume, speed, breadth of distribution
Impact of precessing and packaging
Shelfilife

Characteristics of the Agent
Impact on erganeleptic preperties; of foea
(Increasing) virulence
[Drug resistance
[Detectability
Survivahriity,

4B Safety



Many Disparate Factors Contribute
to the Potential Consequences

Characteristics of the Consumption
Demaographics
Preparation (Cooking)
Serving size

Characteristics ofi the. Response. (e.g. Health System)
[Disease identification by medical community.
Medical mitigation
Speed of reporting
Event recognition ProCeSSses

liming andleffectiveness, ofi response. [recalls,
annoeuncements|
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Number of Possible Scenarios Is Vast

Foods
Number of products > 320,000 (USDA ERS,1999)
Average supermarket ~ 50,000 (USDA ERS,1999)
~ 10,000-20,000 New Products/Year (USDA, ERS)

Agents
Number of Priority Pathogens > 250 (WA DOH)
Number of Priority Chemicals > 70 (CDC)
Radiological / Nuclear > 800 (ICRP)
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Prioritization and Effective
Mitigation Require Viewing Events at
Two Different Levels

Broad (Risk Ranking)
Prioritize the agent/food combinations of
Interest.

Focused (Risk Mitigation)
Focus on the agent/feed combinations. of
potentially hiighest risk

Analyze each scenario; te) determine eptimal
stages and ways tey mitigate and respond
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Risk Mitigation Requires Detailed
Analysis of All Stages of each Attack
Scenario (specific food + agent)

Model all stages that could have a significant
Impact on the conseqguences, to asSess:

\ulnerability to contamination
Contribution to tetal conseguence
Relative importance

Potentiall effects of mitigation

DECOMPOSE each scenario mte elemental
Stages

AS scenanes ane mitigated), Iterate to address
ne new priertes thatfemerge
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Outbreak Pathway Analysis

Model the evolution of food contaminations
Involving specific products & agents
geographically and temporally

P r e I
i TN
/b Timing _\

Changes in Volume

4 ' Effects of Processing —\

Changes in Agent
Effects of People and Actions
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Pathway Modeling Informs Three of the
Four Phases of Risk Management

Threat - Estimates of probabilities (or frequencies) of adversary
acquisition, production, and dissemination of an agent.

Vulnerabilit — Likelihood of success given an attack.

JATN\\/

Conseuence - Estimated impact of terrorism eve.its involving
the agent.

\AA~nAA~Alinrn -~

Mitigation — Asprof ricte .00 af; on s a1c a tic ns to re. uce the
consequence.
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Conseguence Management
System (CMS)

Data-centric, science-based predictive model of
the pathway of potential attack scenarios that
guantifies the speed and conseguences of

foodborne attacks and interventions

In two distinct foerms, that share algoerithms and
data:

1. Visual Consequence Moedel, an easy-to-use

desktop moedel that visually:demoenstrates the
results

2. RisktAssessment: Consequence: Librarny that
perfiorms statistical analysis ofi the results
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CMS Integrates Four

Perspectives of Outbreaks
Top Down

Scenarios

(Bleterrerisim)

Retrospective
Prospective

Bottem Up
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Optimizing the Modeling / Data Collection

(@

Product/agent data collection are relatively
iIndependent:
— Food pathway (to consumption) is largely independent of agent.

— lliness pathway (following consumption) Is largely independent of
product

— Interdependencies include:
> Product Effects
— Organoleptic interactions (taste, smell, etc.); Spoilage
> Agent Effects

— Feasibility’ of contamination; agent inactivation, stability' or
modification (standard testing, storage conditions, lipid
solubility; foed/processing, etc.)

Detection and Mitigation have complex dependencies

C
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Dependencies of Food Event Stages

Dependenciesofthe processes

Phase ofthe outbreak Depend on product, agentand PHS
Depend on productand agent ' |
Depend on product Dependonagent [i Dependon PHS '
Feas- Feasibility of contamination '
ibility Feasibility

Agent-Food Interaction .

Processing
Food distribution Distribution

and consumption Consumer demographics
Food handliing practices

Agentcharacteristics
Infection / Doseresponse
intoxication and Secondary Transmission

pr:i;raai s;m Symptom presentation
liness evalution
Clinical outcomes

Outbreak Development

Public/health
systemresponse

Cutbreak detection processes

Intervention and Intervention availability

impact

Qutbreak Mitigation

Intarvention effectivenass
Impactmetrics
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CMS

Models the Evolution, Consequences
and Effectiveness of Interventions in
Food Contamination Events

Quantifies and visually demonstrates the
speed and consequences of events S

Quantifies the effect an conseguences of
contamination at any point along the pathway.

Evaluates the impact of interventions on event
mitigation

Implemented/with a form that can be used hy.
untrained users, i advance ofian event far

planning, during an event for assessiment, and
dS a traming teel
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..BTS

Conseguences of Contamination of 100,000 Ibs of Ground
Beef with Arsenic Trioxide (4 days)

L =
B CMS, Consequence Management System (Development and Copyright, BTSafety, LLC) [Z|@@

File Ewent Simulation  Information  Help

o 2 8 @8 & E.BTSafery € 7

Selection Rearrange | Produck Cnnsumptu:un Agent F'lehl: Health Interventmns Impack Scenarioc Help

e Trinwide - ;\.

4 Days 0 Hours

Health Impact

liheszes
Medical
Hozpitalz
FHS

M ortalities

Current Epi Knowledge:
Firzt llinegs [3d 10hr);
Firzst Caze Seeks Medical Attention [3d 21hr);

Fiun Intervens

Speed R eztart
Info | Colors | Print

Endpoints |

|

(58

Consurners” |

Grinder Processinglist Center Truck Reatail Hame Cansurption Illness Med Attn  Hozpital PHS Martality
(01 (51853) (24361) [(226) (198 (320 (56]) (4] (1) (o) (o) (o)
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Conseguences of Contamination of 100,000 Ibs of Ground
Beef with Arsenic Trioxide (6 days)

L =
B CMS, Consequence Management System (Development and Copyright, BTSafety, LLC) [Z|@@

File Ewent Simulation  Information  Help

o 2 8 @8 & E.BTSafery € 7

Selection Rearrange | Produck Cnnsumptu:un Agent F'lehl: Health Interventmns Impack Scenarioc Help

e Trinwide - Ha: Dy . y ST E ;\.

6 Days 0 Hours

Health Impact

liheszes
Medical
Hozpitalz
FHS

M ortalities

First Report to PHS [4d 21hr];

First Mortality (4d 21hi):

Event iz |dentified [5d Ohr);

Agent iz [dentified [5d 12hr);

Product Identified [5d 18hr);

PHS announcement possible [5d 18hr);

Fiun Intervens

Speed R eztart
Info | Colors | Print

Endpoints |

|

(58

Consurners” |

Grinder Processinglist Center Truck Retail Harme Cansurption Illness Med Attn  Hozpital PHS Martality.
(01 (TOS65) (15851 (1029 (1058) (3376) (z187)  (339) (142 (45 [14) (25]
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Conseguences of Contamination of 100,000 Ibs of Ground
Beef with Arsenic Trioxide (With Intervention)

TSafety, LLC)
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Selection Product  Consumpkion  Agent  Public Health  Inkerventions Impack

Scenatio  Help

CMS -Interventions Module

6 Days 9 Hours

—lntervention Options Health Impact

To invoke an intervention click the box to the left of the
intervention deszcription. If the intervention text iz blue, you can SES
click on the View" button to the left for more details. i
Public Health Alert
[ PHS alert of outbreak,

[ Alert to all medical centers of outbreak

pitals

Public Announcement alitie
[ Mational Public Annourcenment

Holds rdortality [dd 21hr);

[ &l location hold on type of product : :z :322::;:23 EES -IDSL]"]

[ Hold on all product from known source 1ot [ dentified [5d 18hr):

anhouncement poszible (5d 18hi);
tion |dentified [Ed Ehr];

Recalls
[ Mational recall of all product
I Recall of all praduct from contarmination point

Run Intervens

Containment
[ Containment of contaminated locations

Speed Fesztart
Info Colors | Print

Apply Current Schedule Future
Intervention Intervention

Grinder Processinglist Center Truck Retail Hame Consurnption Illness Med Attn Hoszpital PHS Martality
(0] 527500 (15581 (1214)] (1272) (4489) [2465]  [524) (268) (9E) (22 [52)
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Conseguences of Contamination of 100,000 Ibs of Ground
Beef with Arsenic Trioxide (at 10 Days)

L =
B CMS, Consequence Management System (Development and Copyright, BTSafety, LLC) [Z|@@

File Ewent Simulation  Information  Help

° s 8 RN & m*E%E‘BTSdﬁJ@: 9 -

Selection Rearrange | Produck Cnnsumptu:un Agent Publlc Health Interventmns Impack Scenarioc Help

ST e o T

10 Days 0 Hours

Health Impact

linezzes
M edical

Hozpitalz

PHS %

b ortalities

Firzt Mortality (4d 21hi);

Event iz [dentified [5d Ohr);

Agent iz [dentified [Bd 12hr];

Product ldentified [5d 18hr);

PHS announcement possible (5d 18hr);
Location |dentified [Ed Bhr];

Run Intervens

Speed R estart
Inf | Colars | Pritat
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Endpoints |

_l

53

Consurners” |

Grinder ProcessinDist Center Truck Retail Home Conzurmption Illness Med Attn  Hoszpital PHS Martality
(0]  (41940) (1023 (2018) (2351 [16255) (53295 (19990) (126701 (2503) (5098) [4798)
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Consequence Management System
Risk Ranking Library

A software system that implements the food
pathway algorithms of CMS as a library:

e Called from an external program with a threat

definition,

 Returns a profile of the range of consequences

that would result from many (thousands) of

different scenarios of contamination with those

characteristics
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CMS Uses

Risk Assessment Palicy Decisions:
National Biodefense Analysis and Countermeasures Center / Battelle
2008 Biological Risk Assessment for, Food
2008 Radiological and Nuclear Risk Assessments for Food
Bioterrorism Event Planning:
Planned: State-level exercises
Trainingin Event Planning and Mitigation:

EDA/Institute of, Eood Technoelogists (18/Food Defense Awareness
Training Courses in last 2 years)

USDA/ESIS table-top exercise for the. meat iIndustry.

Universities (Courses on supply chain logistics, food defense, public
health)

Eood companies (Staff traming)
DODtrarning for feed safely INSPEeCIors
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CMS +
CMS Risk Ranking Library

Integrates Risk Ranking and Risk
Management in a model that Is:

Consequence-Based

Flexible to support all agents and preducts
[Data-centric

Enables; statistical ranking AND; detailed
examination

Enables lterative Evaluation ofi Risks and
RESPONSES
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Extensive agency involvement

Homeland
Security

FOA  US food and Drug Administration

CENTER FOR FOOD SAFETY AND APPLIED NUTRITION

USDA Y Department of Health and Human Services
sl United States Department of Agnculture 777 )| Centers for Disease Control and Prevention

MAINMNMNESOTA DEPARTAMERNT COOF

e AGRICULTURE

.1_%—_""‘--__ £

LT ECONOMIC RESEARCH SERVICE
: : : E R United States Department of Agriculture H Ea It h s E rvices

The Economics of Food, Farming, Natural Resources, and Rural America LS ANMGELES COURNTTY

Agricultural Research Service Cooperative State

the in-house research arm of the U.5. Department of Agriculture RE“EEEI"EH, EdUﬂatiDﬂ, and Extension Service

USDA Linited States Depariment ol Agrcullura
,;.-—- Food Safety and Inspection Service

Kansas Department of Agriculture
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http://www.aphis.usda.gov/index.html
http://csrees.usda.gov/index.html
http://www.ers.usda.gov/

Considerable Support from
the Food Industry

Multiple sectors

Major multinationals through te small,
local companies

Collecting data

Developing and maintaining confidential
Woerking relationships
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We gratefully acknowledge funding
from:

L

- Homeland
(@ Security

NATIONAL CENTER FOR

FOOD PROTECTION AND DEFENSE

A HOMELAND SECURITY CENTER OF EXCELLENCE

A US Food md Drug Administation
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