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How is M&S used for Homeland Security?
Current Capabilities

National Infrastructure 
Simulation & Analysis Center 
(NISAC)

Interagency Modeling and 
Atmospheric Assessment 
Center (IMAAC)

Some Emerging Capabilities

Integrated Modeling, Mapping and Simulation 
Program 

Training, Exercise & Lessons Learned (TELL) 
Project 

Real-time Decision Support Tool Project
Infrastructure & 
Geophysical 

Open Source Modeling Applicability Project 

Group Violent Intent Modeling Project 
Human Factors

Computational models to predict aircraft 
vulnerability to Home-made Explosive threatsExplosives

Visual Analytics and Physics-based Simulation 
Program 

Command, Control, 
Interoperability

Joint Agro-Defense Office (JADO) will establish the 
Joint Modeling Operations Center (JMOC)

Foreign Animal Diseases Modeling ProjectChemical & 
Biological

Secure Border Initiative Systems Engineering and 
Modeling & Simulation Project

Border & Maritime 
Security

National Exercise Simulation CenterFEMA

M&S PROJECTS AND PROGRAMSACTIVITIES

M&S is integral to analysis and supports decision making at many levels
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M&S in Perspective 

Skilled 
analysts

match the 
right M&S and data

to answer the question 
at hand
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Framework For Incident Management (FIM)
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Cells Represent Potential M&S Applications:
Many potential uses for Incident Management!

From: “An Integrated Gaming and 
Simulation Architecture for Incident 
Management Training”, 
NISTIR 7295, March 2006 
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# dead, 
# injured, 
behavior

-Damaged at a junction
-Water dept. technicians on way

-# floors, # sq. ft. damaged
-Traffic jam 

Units dispatched
Arriving in 3 mins.
Units dispatched

Arrived 1 min. ago
Capacity available, performance

Arriving in 2 mins.

Capacity available, performance

Framework – Examples of Incident Data 
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CIVILIAN POPULATION
- Residential
- Commuters

CRITICAL  INFRASTR.
-Water line

-Utility Repair
-Public Bldgs.

-Road Network

GOVT. AGENCIES
-Police Dept.
-Police cars

-Fire Dept.
-Fire Engines

-Hospitals
-Ambulances

Modeling, 
simulation & 
visualization 
capabilities 
can be used 
to 
understand 
current and 
future 
impact and  
plan 
response
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Needs for Homeland Security 
Analysis

Understanding of key processes/phenomena
Ability to make rapid damage estimates
Quantification of uncertainties

Data
Timely access to critical data sets; e.g. for emergent situations
Standards for data portability 
Visualization for rapid assessment of large data sets and/or data 
streams

M&S
Standards and development processes to promote “open systems”
development of new capabilities
Multi-scale modeling and model interoperability
Verification & Validation





Back-Up Slides
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Example: NISAC support of National Infrastructure 
Protection Plan

Physical

Physical

Human

Cyber

AssessAssess
RisksRisks

(Consequence(Consequence 
s,s,

VulnerabilitiesVulnerabilities
& Threats)& Threats)

Implement
Protective
Programs

Measure 
Effectiveness Prioritize

Identify
Assets

Set
Security

Goals

Governance and Information 
Sharing

 
 

CCoonnsseeqquueennccee  
AAsssseessssmmeenntt  

• National, regional, 
local impacts 

• Short and Long 
term impacts 

• Impacts of 
infrastructure 
disruptions 

• Commodity flow / 
supply chains 

IInnffrraassttrruuccttuurree 
MMooddeelliinngg,,  

SSiimmuullaattiioonn,,    
aanndd  AAnnaallyysseess  

Infrastructure
outage/restoration 

• Assets/capacity 
outaged 

• Economic 
Impacts 

• Sector-specific 
impacts 

Dependency and
Interdependency 

Analyses

 

  
DDaattaa  

• National Hurricane 
Center: Storm data 

•Wind 
•Surge 

• Flood maps 
• Infrastructure 

Information (asset 
locations, 
capacities, etc.) 

• Regional/temporal 
specific conditions 
and issues 

NISAC Delivers Infrastructure 
Analysis

National Infrastructure Protection Plan Risk Management Framework
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Example: IMAAC support to National 
Response Plan
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Examples: HSI support to DHS using M&S 

System Interaction Modeling
Challenge:  What is the most efficient 

means of screening personnel/cargo using 
various technologies or processes?

Typical Tools: Discrete Event Models; 
Monte Carlo Methods; Markov Process 
Analysis

Resource Allocation Modeling
Challenge: What is the optimal strategy 

for allocating scarce resources in the face 
of a knowledgeable and learning enemy?

Typical Tools: Optimization tools and 
techniques as well as classical game 
theory (mixed strategy games) 

Training
Challenge: How to conduct effective 

training and operational exercises across 
functional and geographical areas?

Typical Tools: Simulation-based scenario 
drivers; distributed networking capabilities

Deterrence/Behavioral 
Modeling
Challenge: What is the most effective 

means of coordinating the movement or 
activities of large groups of individuals?

Typical Tools: Agent-based modeling 
tools, Java, C++, Significant computational 
capacity for processing and visualization 
of data.
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