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Bioterrorism Risk Assessment Requwgtment
In the Department of Homeland Security

BIODEFENSE poR THE 21*" CENTURY
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PRESIDENT Gz RGE W, Busy
June 12, 2002
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Bain the power 1 Yhreaten grea nations, threaten the world peace, America, and the enlire
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PRESIDENT Gisr RGE W, Busy
FEBRUARY 1], 2004

Biological weapons in the Ppossession of and life sciences .. including the spread of
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DHS Bioterrorism Risk Assessment
(BTRA) Scope

= Potential bioterrorism agents
= 38 Human pathogens
= 5 Livestock pathogens
Millions of enumerated scenarios
= Aerosol (indoor and outdoor)
* Food and water contamination
= Human vector
* Transportation
Intelligence-community elicited probabilities
Physically-based consequence modeling
= Fatalities, illnesses, economic impacts (direct and indirect)
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Bioterrorism Risk Assessment (BTRA)
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Agents
Required by HSPD-10; first assessment delivered to HSC in January,
2006. Updated assessments are due every two years.

2008 update scheduled for delivery 21 March 2008 — many significant
expansions and improvements.
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A Quantitative, End-to-End Approach to

Estimating Bioterrorism Risk
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Estimating Bioterrorism Risk: A
Multidisciplinary Activity
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Bioterrorism Probabilities: Formal elicitation
approaches applied to intelligence judgments

(CREATE)
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Estimating Bioterrorism Risk: A
Multidisciplinary Activity
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Bioterrorism Consequences: Characterizing Food
Contamination (NCFPD)
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Bioterrorism Consequences: Characterizing Food

Contamination (NCFPD, BTsafety)

2 CMS, Consequence Management System (Development and Copyright, BTSafety, LLC)
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Bioterrorism Consequences: Characterizing Food

Contamination (NCFPD, BTsafety)

2 CMS, Consequence Management System (Development and Copyright, BTSafety, LLC)
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Bioterrorism Consequences: Characterizing foreign
animal disease outbreak epidemiology

* MESA has many unique features...

= First (only) US nationwide AT
epidemiological model to simulate R
foreign animal disease transmission

= Ability to track response resources
(vaccines, diagnostic capacity,
personnel, costs, etc.)

= Country can be divided into regions;
each region can accurately reflect its
own attributes for contact rates and
response measures

= U.S. Govt. code which is versioned, :

documented, and available for e =
operational use W= “hr T
b —
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Estimating Bioterrorism Risk: A
Multidisciplinary Activity

i =

Dissemination Agent Release
Efficiency Modeling

Disease
Spread

ll______l

Agent
Mass

Mitigation
Response

Threat
Group

Agent

X Scenario
Production

P |
Consequences |

e e e - =4

Mitigation

Dispersion »

RISK

III

Scenario
Probability
Initiation Selection Selection Selection Event
Frequency Probability Probability Probability Detection
Event
Tree

Quantification

Agent
Risk
Ranking




Bioterrorism Consequences: Capturing Direct,
Indirect, and Induced Economic Costs (CREATE)
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