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Bad Guys

Chechnya 2000
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™ MANPADS — Direct
Consequences

« Fatalities
e Injuries
e Loss of Airplane(s)
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MANPADS Indirect
?’ Consequences

e Aviation System Shutdown
 Reduced Airline Passenger Volume
 Fears and worries
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http://www.davidwyatt.me.uk/photos/idc_japan/Arrival and departure/slides/Flying_home_-_empty_airport.JPG
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: |} MANPADS —
Indirect Economic Impacts

e Shutdown of all airports
— Lave: $1.5 billion/day
— USC model: $1 billion/day

e 9/11 economic impacts (2 years)
— Santos and Haimes: $40-80 billion
— USC model: $200 to 400 billion



[[CREATE

HOMELAND SECURITY CENTER .f.’



ol [I[CREATE

HOMELAND SECURITY CENTER

MANPADS — Countermeasures Costs

o Capital Cost Estimates
— RAND: $10 billion for 5,000 planes
— DHS: $1.97 billion dollars for 1,000 planes
e Operation and Maintenance Cost
— RAND: $2.5 billion per year for 5,000 planes
— DHS: $240 million per year for 1,000 planes
 Total 10-year Life-Cycle Cost for 5,000 planes
— RAND: $35 billion
— DHS: $22 billion
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Summary of the
N Decision Analysis

« Standard decision tree analysis

o 17 variables

* Only three variables mattered:
— Probability of an attack

— Economic consequences

— Lifecycle cost of
countermeasures
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Should We Protect Commercial Airplanes Against

Surface-to-Air Missile Attacks by Terrorists?

Detlof von Winterfeldr, Terre rm: M. OSullivan
Certer fox Risk and Teonemis Anahyuls of Tersorin T (T, Unévaraiey of Southern, Caloenis
30 MKl Ao, RTHE 39 L Angebon Calloenis S50 1 ohodact ot omabes bl

T paper describes o decksion tree analysis bo assess the costeffectivencss of MANPADS {Man Postable

Alr Defe yshems) countermesures. These countermeasures are electoanic devices that can be installed
on commercial airplanes 1o detect and deflect surface-to-alr messtles (SAMs) fired by berrorsts. The model
considers a ferroist attempt b shoot dovwn 2 commercial akrplane with a heatseeking SAM. and it evaluates
the dectsion ko install counbermeasures, baking il soccunt alkernative medes o artack, peobabdlitics of siccs,
and cormedquenins b he omonmy. All medel variables weee fully paramideriond, sy wasmable e bised
on opemevure Hemurs, Hot surpiingly, tx probasthy of n atsck. e consoquences of an ik to e
oconony, and the cost of sountcrcaures an: the ro Empotant parameten. Surp pene ol the hotly
dingatec] v, wuch s the probability of i 4 wiccesalid it 0% the p v
a fabe alarm, have very Ltk the mshs. The analysis suggests that MANFADS coumermeasisrs
sch an attack s large {greater Bhan shout 040 in

pact
inatallod o planes <am be cost-effective if the probability of
fem years), the economic losses are lange (grcaber tham about $75 billion), and the courtemieasupes are relatively

inepensive (smalles than about $15 Billion]. An econcankc analysia conducted as part of this anahysis showed

that the economic impacts can be as large as $250 billion. thus making countermueasures a possibly costefiective

option. Mose nessarch is nerded b determine the real oot of MANPADS countermassunes 35 hov berrorists

may shift their tactics, once countermeasures are installed.

Fey wonds: berooekm rish: aviation sysbem ablacks; susface-to-sis mbotber; MANPALE; rish, analyst: MANEALS
unge TR PES

Rescived on Apeil 23, 2006 Acccpded by Rebert Chemren on hure 21, 2006 alter 2 revishors.
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MANPADS Model — User Interface

e

Inputs and Ranges of the Manpads Model

Probabilities Base Case Min Max
Attempted Attack in 10 years 0.50 0.50 000 4 ] 1.00 EXPECTED COSTS OF MANPADS
Interdiction|Attempt 0.00 0.00 000 4 | 0.10
Hit|Attack 0.80 0.80 050 4 | ) 1.00 $20,000
Crash|Hit 0.25 0.25 0.00 4 P| 050 | o000 -
Effectiveness of Countermeasures ) g '
Deterrence Effectiveness 0.50 0.50 0.00 4 »| 1.00 =% $16,000 1
Interdiction Effectiveness 0.00 0.00 0.00 4 »| 1.00 2 $14,000
Diversion/Destruction Effectiveness 0.80 0.80 0.00 4/ ] p| 1.00 2
Crash Reduction Effectiveness 0.00 0.00 0.00 ¢ »| 100 8 $12,000 1 OOCM Cost
Consequences E $10,000 - B Econ Loss
Fatalities|crash 200 200 o4 ] »| 400 2 $8,000 OCrash
Cost of the Plane (millions) 200 200 04 »| so0| & T
Economic Loss|Fatal Crash (billions) 100 100 04 »| 500 E $6,000
Percent of Loss|Hit and Safe Landing 25% 25% 0% 4 | s50% | £ s4000
Percent of Loss|Miss 10% 10% 0% 4 b 2% | Z 52,000 |
Number of False Alarms/Year 10 10 0 ¢ > 20 '
Cost of Countermeasures (billions) 10 10 54 > 50 $-
Tradeoffs 7 w/CM w/o CM
Value of Life (millions) 5 5 0 4 »| 10 DECISION
Cost of a False Alarm (millions) 10 10 04 »| 100

Outputs of Manpads Model

Total Crash Econ Loss CM Cost
Expected Costs w/ Countermeasures (millions) w/CM $ 14864 $ 14 $ 3850 $ 11,000
Expected Costs w/o Countermeasures (millions) w/oCM $ 18635 $ 135 $ 18500 $
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MANPADS Model — User Interface

e

Probabilities Base  Case Min ) Max
Attempted Attack in 10 years 0.50 0.25 0.00 4 } > J 1.00 EXPECTED COSTS OF MANPADS
Interdiction|Attempt 0.00  0.00 000 4 | | o010
Hit|Attack 0.80 0.80 0.00 4 | »| 100 $16,000
Crash|Hit 025 025 0.00 ¢ »| 00| _
Effectiveness of Countermeasures T 2 $14,000 -
Deterrence Effectiveness 0.50 0.50 0.00 4 »| 100 2
Interdiction Effectiveness 0.00 0.00 0.00 4 »| 100 S 12000
Diversion/Destruction Effectiveness 0.80 0.80 0.00 q »| 100 % $10,000
Crash Reduction Effectiveness 0.00 0.00 0.00 4] L] 1.00 g OCM Cost
Consequences % $8,000 HEcon Loss
Fatalities|crash 200 200 o4 | 400 | & OCrash
Cost of the Plane (millions) 200 200 04 »| s00 | d $6.000
Loss to Economy|Fatal Crash (billions) 100 100 IR 2 500 | & 000
Percent of Loss|Hit and Safe Landing 25% 25% 0% 4 J | s0% | S e 1
Percent of Loss|Miss 10%  10% % 4 | 2% | F s2000
Number of False Alarms/Year 10 10 0 ¢ Ji > 20
Cost of Countermeasures (billions) 10 10 5°q > 50 $-
Tradeoffs w/CM w/o CM
Value of Life (millions) 5 5 0 4 | » 10 DECISION
Cost of a False Alarm (millions) 10 20 04 | > 100

Outputs of Manpads Model

Total Crash Econ Loss CM Cost
Expected Costs w/ Countermeasures (millions) w/CM $ 13,932 $ 7% 1,925 $ 12,000
Expected Costs w/o Countermeasures (millions) wioCM $ 9318 $ 68 $ 9,250 $
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Tornado Diagram
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Two Way Sensitivity Analysis on Economic

7 Losses and Probability (Cost=$10b)
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| Two Way Sensitivity Analysis on Economic
Losses and Probability (Cost=$30b)
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N , What About Shifting Terrorist Tactics?

Mo Attempt
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DIRCHks
CLOS/BR
Countermeasures .
Ferimeter
Control
- , -
Terrorists’ Choice
Hardening
Alrplanes /
— 7

Mo Attempt —
mame as Original Tree

HANEEDS mame as Original Tree

Mo Countermeasures

CLOS/LER



[[CREATE

HOMELAND SECURITY CENTER

MANPADS Conclusions

MANPADS countermeasures can be cost-effective if
— the probability of a major attack is above 40%

— the cost of countermeasures is less than $15 billion

— the economic costs are more than $75 billion

Considering shifting tactics of terrorists
— this conclusion still holds
— but: we should also add perimeter controls (RPGS)

MANPADS is a national issue, not an airline issue
Consider policies to mitigate the economic impacts
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