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What I1s IDS?

The Institute for Discrete Sciences is a
collaboration among DHS, the National
Laboratories and four University Affiliate
Centers of Excellence, led by Lawrence
Livermore National Laboratory
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IDS focuses on selected topics In computer
science, data sciences, machine learning, and
discrete mathematics, collectively labeled
"discrete sciences”



IDS Is a “Center of Centers”

IQJTGERS DyDAnN: The Center for Dynamic

Data Analysis

USC CKID: The Center for Knowledge

INFORMATION

smess Integration and Discovery

CERATOPS: Center for Extraction
and Summarization of Events
and Opinions in Text

ILLINOIS MIAS: Multimodal Information
) Access and Synthesis

Collaborating with Lawrence Livermore National Lab
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IDS mission

 Homeland Security critically depends on ability
to draw inferences from massive amounts of
unstructured data
o Mission:
1. Develop technologies that provide the
machinery to derive knowledge from data

2. Educate students in Homeland Security
technology

The fact is that systematic intelligence lies at the heart of everything
that we do. Understanding the enemy's intent and capabilities
affects how we operate at our borders, how we assess risk in
protecting infrastructure, how we discern the kind of threats for which
we must be prepared to respond. Michael Chertoff

Knowledge will forever govern ignorance; and a people who mean to
be their own governors must arm themselves with the power which
knowledge gives. James Madison




IDS application areas

* |DS methods are applicable to a W|de varlety of
homeland security applications. 5 e« i meee

— Intelligence Analysis of Text =
— Disease Event Detection
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— Port of Entry
nspection
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IDS application areas

* |IDS methods are applicable to a W|de varlety of
homeland security applications. -

— Author ldentification

— Response to Natural Disasters

— Bioterrorism
Sensor Location




IDS application areas

* |IDS methods are applicable to a wide varlety of
homeland security applications. -

— Protection Against Invasive Species

— Customs and Border Protection

— Privacy-Preserving
Data Sharing
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IDS research goals

IDS seeks to develop fundamental theories,
algorithms, and tools that enable us to gain
knowledge from data

 Problem 1: Extracting pertinent information
from various media

— New capabilities in information identification,

i NASA GISS: A Stratospheric "Clock™ to Measure Upper Atmosphere Circulation - Micra -1ol x|
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collision of high-snergy particles from space with nitrogen
atoms in the atmosphere. Most tracer production occurs
between about 30° 70° latitude in both hemispheres of the
lowrer stratosphers, as indicated by the circled regions onthe
- figure. These tracers, which are borne on aerosol particles,
are removed from the stratosphere by radioactive decay
— rO l I S e ‘ l I I u e S While beryllium-7 decays relatively quickly, with a half-life of
L] "y 53 days, MBe's decay rate is negligible. The only sink for
"UBe occurs after it enters the troposphere, wihere the
radionuclides are efficiently removed by precipitation : . March,
- - - Therefare, if we look at the ratio of 086/ Be as air m Ex';j';ﬂiugseptin SiED
O r e X raC I n S l I I I I I I I a r I Z I n from the midlatitude production region to other parts e
’ stratosphere, the ratio will generally increase, as 7Be CrDN resuts analysis

Thus, the 19Bef Be acts as a "clock” of airmass age,  Badkaround reading
Scientific articles
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The figure shows the 19Ber Be ratio calculated in the GISS
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a n d t ra‘ k I I I I n fo r l I I atl O n general circulation model {GCW) during January and March
In the tropical stratosphere, air rises from the troposphere
and continues to ascend, but exchange with higher latitudes s

is inhibited. The ""Bef Be ratio is wvery high (white region) - Latitude
since slow penetration of air from the mid-latitude production

region allows much of the "Beto decay. During the early “m;mn
northern hemisphere spr_ing, a\rf_rom the Iowertrop\_cal Ratio of "*Bs/’Be
stratosphere moves to higher latitudes relatively quickly. The 105, 7n s catcutste in the 5i5s general circulation modsl
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IDS research goals

IDS seeks to develop fundamental theories,
algorithms, and tools that enable us to gain
knowledge from data

Problem 2: Fusing and storing this
Information

— Computationally efficient methods for
representing and fusing information, while
preserving privacy

— E.g., representing and storing info
In semantic multigraphs




IDS research goals

IDS seeks to develop fundamental theories,
algorithms, and tools that enable us to gain
knowledge from data

 Problem 3: Finding trends and patterns of & ....
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— Novel technologies for identifying patter

and relationships in massive graphs and'f‘;fs"'-.; ’i‘“ 4t
datasets that change rapidly

— E.q., trainable learning algorithms to
discover and extract events such

as Infectious disease outbreaks

pandemic flu



IDS educational mission

Broad Goals:

e Establish pioneering educational
programs that nurture the
homeland security workforce of the
future

* Develop curricular materials for all
levels

— We are developing materials
targeting high school students
through college and university
faculty
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IDS educational mission

 Encourage participation of traditionally
under-represented groups

— We are committed to broadening
participation
— We are working with the National

Association of Mathematicians —
dedicated to enhancing the involvement

of minorities
— The United Negro College Fund Special ©*
Programs Corporation Uiberty
— A variety of programs for women el

— Many minority-serving partner
Institutions 13



IDS educational mission

e Sampling of planned events:

— Semantic Graphs workshop
(Joint among 4 IDS UACS)

(UIUC)

— August: Data Analysis in Law
Enforcement and Homeland
Security (Rutgers)

— May: Mathematics and
Homeland Security for High
School Teachers (Rutgers)

— October: Data Privacy workshop
(Rutgers)

— Summer Internships (all 4 UACSs)
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Information Extraction

e Information from Text:
— Develop learning methods to

perform extractions automatically
— Identify basic information like entities & events

— Determine if a sample is from an entity, as in
author identification

 Information from Geospatial Data:

— Develop methods to overlay and connect
maps, satellite images, GPS coordinates,
spatial diagrams, etc.

— Link this to addresses, names, disease
syndromes, locations of supplies for natural
disasters, etc.; connect to databases of varioys
Kinds




Information Extraction

e Information from Images & Speech:

— Images: From basic component features
(colors, textures, etc.) to identification of
people or identification of invasive species
or identification of dangerous cargo

— Speech: Speech-to-text conversion and
identification of emotion, stress, etc.

Ter Roll: 30055 . sama’e



http://images.google.com/imgres?imgurl=www.uawlocal571.org/images/jfk.gif&imgrefurl=http://www.uawlocal571.org/jfk.htm&h=246&w=205&sz=47&tbnid=udvk7UtQ4f8J:&tbnh=104&tbnw=87&start=6&prev=/images%3Fq%3DJohn%2BF.%2BKennedy%26hl%3Dzh-CN%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8

Representing and Fusing Information

 Multigraphs: Represent source information that
IS cross-linked multiple times by various relations

— Fuse, query, navigate, and browse
— Entity correlation, identity discovery

qmq_ s
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Representing and Fusing Information
« Data management: Large databases _

— Anonymization, storage
— Assure appropriate levels of privacy

— Massive amounts of data, distributed,

continuously changing: use Bayesian
regression and filtering

— Interpreting patterns of sensor data, as
In bioterrorism sensors or critical
Infrastructure protection

 Adding semantics: Deploy large general
ontologies over databases

* Develop methods for cross-metadata
and cross-ontology matching

19



Retrieving and Accessing Info
e Textual information retrieval:

— Methods to enhance information search over
the web and the ‘deep’ web

 Database retrieval and optimization:

— Methods for handling very large amounts of
changing data

— Similarity search and dimension reduction

— Inference-based search and knowledge base
management

sive datasets
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Pattern Detection

 Detect correlations and patterns over large
(multi)graphs:

— Soclal Network Analysis of email networks;
detect hidden social structures, cliques,
communities of interest, central persons, etc

— Continuous data stream monitoring
— Text entailment (general causal trend
— Analysis of blogs




Pattern Detection

e Statistical & information-theoretic

techniques for pattern and trend discovery
over multi-media info:

— Apply to data streams in multidimensional
space
— Apply to time-varying multigraphs

* Inference-based pattern detection
and explanation:
— Look for pattern departure
as in port of entry inspection
— Rapid detection of credit card
fraud, network attacks,
cyber attacks.




Concluding Remarks

e Discrete science is a “cross-cutting” capability
that can provide support to each of the DHS

divisions

 We want to partner with other Centers, the DHS
divisions, and the broader homeland security
enterprise
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Please Contact Us:

DyDAN: The Center for Dynamic Data Analysis
»Fred Roberts (froberts@dimacs.rutgers.edu)

CKID: The Center for Knowledge Integration and
Discovery

»Ed Hovy (hovy@isi.edu)

MIAS: Multimodal Information Access and
Synthesis

»Dan Roth (danr@cs.uiuc.edu)

CERATOPS: Center for Extraction and
Summarization of Events and Opinions in Text

»Jan Wiebe (wiebe@cs.pitt.edu)
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