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Information Sharing and Analysis
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Information Sharing Hurdles

Technology

Commercial ization

Privacy

Pol icy
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Operating Cost
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Leverage: SETCP (DNDO)
Kentucky Weigh Stations(DHS Grant)

Leverage:  Port of Memphis (DHS Grant)
SNAPS (DHS Grant)
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Open Grid Forum: Information Dissemination WG Specification
(https:/ / forge.gridforum.org/ projects/ infod-wg)

Property
Vocabularies

Subscriber

Registry

Registration Notificat
ion

Publisher Consumer

Flow of Data

Data
Vocabularies

Data

Subscription

Object 
with 

properties

• Publishers and Subscribers can be unaware of each other but instead are treated as a community of 
interest

• Subscription and publication information is described generically
− Generic Vocabulary Implementation
− Extensible structure

• Matching performed with “expressions”

Rutherford
Appleton
Laboratory
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GIS Situational Awareness
(ArcView or Google Earth, Browsers, …)

HPAC with Live Weather Feeds

8 chem/5 rad/5 
video /1 weather 
sensors

Access control

WFS, 
OLS,… 

Filter 
Agents

HTTPS: XML-RPC, 
SOAP 

Replicated storage, 
image, video server

Fusion Center Portal 
and Viewer (Web 
Server; Database; GIS 
(Google); HPAC plume 
modeling)

Plotting of Data, Display Video Feeds

Shelby County Sheriff 
SNAPS II Mobile System

Target Scenario: Shelby County Fusion Center (SCFC)

Port of Memphis 
Sensors

5 chem/ 1 weather sensors

NOAA Live 
Regional Weather

Subscriber

Publisher

Publisher

Distributed Wide-Area Middleware
• Prototype and Analysis
• Distributed querying and top-
down programming

• Policy-based data-sharing
• Asynchronous messaging

UT
Vanderbilt ORNL

Industry
Oracle, IBM

INFO-D

1

2

3 4

Application info
Emergency updates
Responder data
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State Fusion
Centers
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Kentucky Intelligence Fusion Center

Laurel County

Simpson County

Kenton County

Mobile System

Weigh Station
Radiation Sensor Information
Hazordous Cargo Tracking
Traffic Camers
Law Enforcement Fusion
Real Time Mobile Video

Hazardous Cargo
NIHS

Weigh Station Data
DNDO - SETCP

Real i ty V ision

DHS Tech Transfer

Traffic CamerasNCIC Checks
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Multi-State Sharing Initiative
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Nationally Significant Information

State
Fusion Center

State
Fusion Center

State
Fusion Center

SAR Correlation Engine
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State and Federal Flow of 
Information
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Requirements
Strategic: 

Implement a scalable infrastructure for sharing of 
information between the states that can as well be 
expanded to national-level missions (analysis, information 
sharing, alerting). 

Operational: 

Allow analysts within state fusion centers to perform cross-
state SAR checks. I.e. allow analyst from one state to run 
checks if the subjects, entities or events found in their own 
state SARs were also found in some other states’ SARs.

Technical:

Enable states to reliably and securely perform a fully 
automated, electronic cross-state SAR checks without 
compromising their own data or the integrity of the systems. 
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Technical Approach
• Establ ish simple to implement, operate and maintain cross-state interoperabi l i ty mechanism

• Use Web Services to separate state speci f ic implementations f rom commonly agreed interfaces for SARs 
exchange 

• Leverage to the maxi mal  extent exi sting communication/securi ty protocols and networks as wel l  as the 
simplest and the most avai lable internet technologies

• M inimize the technical , administrative and maintenance burden on the states
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Integration Architecture
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Implementation
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